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Vbrick Encoder v4.9 Admin Guide

Welcome

This document explains how to configure a Vbrick Encoder. It provides detailed information
about all configurable encoder options and parameters. The VBAdmin management
application is used for all configuration tasks. VBAdmin is a browser-based application that
makes it easy to configure your encoder and to optimize performance and get the best video.
The Getting Started Guide explains how to quickly set up the encoder and provides an
overview of VBAdmin.

Note: When viewing the images in Online help, keep in mind that many of
the configuration options for the encoder are mutually exclusive. This
means that, depending on which options you select, you may see new fields
or you may not see previously existing fields. Although the images may not
always show all options, they are fully explained in the text.

Further, Admin topics are not written for casual users. It is assumed that

readers will have a working knowledge of network addressing,

communication protocols, and configuration concepts, as well as hands-on
experience working with streaming video products.

Chapter and Topic Organization

This Online help system provides access to the Vbrick Encoder documentation. Topics may
be used as reference material or as how-to materials for specific use cases.

For best results, please take a few moments to familiarize yourself with the way the
information is organized. If you find errors or omissions, click the e-mail icon in the upper-
right corner of this window or send your feedback to documentation@vbrick.com

Introduction Provides an overview of the encoder and explains how to login
and get help.

System Configuration These pages explain in detail how to configure system-level
parameters such as IP address and host name.

Encoder Configuration These pages describe audio and video input parameters and
explain how to use the pre-built templates for best results.

Recciver Configuration Explains how to enable and configure network streams (via SAP
and custom RTSP URLs) for use with encoders that have
Presentation Features enabled.

Presentation Features Covers all the functionality and interface differences between a
Presenter encoder and a standard encoder.

Decoder Configuration These pages describe available receiver configurations as well as
video and audio output recommendation templates.

Monitor Explains various monitoring pages including netwotk, video/
audio, status logs and program status.

Troubleshoot This page explains how to use standard troubleshooting tools to
run network, device, and traceroute tests.
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Key Length Value (KI.V) | Explains how to insert global positioning ot telemetry metadata

Metadata into video feeds for specialized applications.

Advanced Transport Explains how to use advanced settings when configuring
Stream Settings transport streams for Mode and Forward Error Correction.

viii Preface



Chapter 1

Introduction

Vbrick Encoder Overview

The Vbrick Encoder supports high definition video resolutions up to 1080p for incredible
quality video at bandwidths of 1 Mbps and up. Vbrick encoders also support a wide variety of
standard definition resolutions for lower bandwidth applications, such as streaming to
wireless and mobile devices. Vbrick decoders (where applicable on some units) deliver high-
quality, low latency video with exceptional performance, ease-of-use, and flexibility. The
Vbrick decoder is fully compatible with 7000/9000 encoders and supports video resolutions
up to 1080p.

Vbrick's H.264 streaming video is supported by a number of players including Adobe Flash,
Apple QuickTime, Microsoft Windows Media Player (with Vbrick plug-in), and embedded
players for multiple browsers and operating systems. Recorded files can be sent to a Video
On-Demand Server or Vbrick’s Distributed Media Engine (DME). Each encoder can deliver
streaming video via multicast directly to the IP network, serve live unicast streams via RTSP
for up to 200 clients, or push a unicast stream to 25 destinations.

Note: Windows Media Player will play streams from the 9000 if
both H.264 codec (for video) and AAC codec (for audio) are
installed. Currently, Vbrick does not provide this codec.

VBAdmin Overview

The encoder has an integrated management interface (VBAdmin) that lets you manage
Vbrick configuration from an external browser. This allows network managers to remotely
configure and monitor the encoders from virtually anywhere. As shown in the table below
you can launch VBAdmin in Internet Explorer or Firefox (other browsers are not supported
by Vbrick). You connect to VBAdmin by pointing to the IP Address (for example: http://
192.168.5.5) of the Vbrick encoder and logging in with a user name and password. VBAdmin
is one of several ways you can manage the encoder. You can also access the Command Line
Interface (CLI) using Telnet, SSH, or the serial port (see the Getting Started Guide for more
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information about the CLI). Note that some changes to the configuration will initiate an
automatic reboot. When this happens, wait approximately 60 seconds, then refresh the page
and log back in with your user name and password.

Note: VBAdmin has a read-only View mode and an interactive

Edit mode where you can actually make configuration changes.
All VBAdmin screens in this document are shown in Edit mode.

Table 1. Supported Browsers (VBAdmin) T

Browser Version

Microsoft Internet Explorer 9.0 or higher
Mozilla Firefox 26.0 or higher
Chrome 31.0 or higher
Safari 6.1 (mac) or higher

T For best results Vbrick recommends using the latest version of a supported browser. You must
have session cookies and active scripting enabled in your browser to use VBAdmin.

Login

¥ To login to an encoder:

Open a browser and enter the IP address of the encoder in the address bar.

2. Login to VBAdmin with a valid user name and password (case-sensitive), and then click
the Log In button. (The default user name and password is admin:admin)

It is highly recommended that you use the Maintenance pages in VBAdmin to change the
default user name and password. The user name and password cannot exceed 20
characters. It may include any combination of alphanumeric characters and only the
following special characters:
~T#SAT+&[]{}]<>-

3. If using an encoder with presenter features enabled, view: Presenter Mode Login for

additional log-in options.

VBrick 9000 Series Administrator

VBAdmin allows the user to configure and manage VEBrick Systems video appliances.

Usemame: |
NBRICK !
| Log In
IManage Pr

End User License Agreement (EULA)

The first time you launch VBAdmin you will need to page down and click on Accept License
Agreement. The application will not run if you decline to accept the EULA.
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Introduction

After accepting the EULA, VBAdmin will be in Edit mode. Note that the EULA is not shown
when using Telnet or SSH and is reset when you apply a Factory Default (System

Configuration > Manage Configuration) reset or upgrade the encoder’s software.

To view the EULA after it has been accepted, get the following file via FTP:

C:\AcceptedEula.txt

The Home page provides a snapshot of the current status of the encoder. All text fields are

read-only and there are no editable fields on this page.

The colored LED indicators in the bottom middle of the page give you a quick snapshot of

the health and status of the encoder. See the Home Page I.EDs topic for an explanation of

what they mean.

o0 FEEBE®OSO

Configuration Menu

Home

Dashboard

System Configuration

Encoder Configuration
Decoder Configuration
Monitor

Troubleshoot

Logout

Help

VBAdmin 9000 Series - MAC0007di010792

Welcome to VBAdmin

Logged in as admin
System IPvd Address: 172.22 160.3

System Description:
System Name.
System Location:
System Contact

VBrick Systems Inc., Model HPS 9000 EnDec, Serial #
System Name

System Location

System Contact

System Up Time: 03.48.33
Total System Up Time: 00-115 09:09 {yr-day hr-min)

Apglication Code Revision 102.0.20 - 09/14/12 19:49

Bystem Serial Number
Current Operational Mode: Run

Header Panel

To quickly identify the unit, this panel shows the Host Name
(from the System Configuration > Network page). The default
Host Name is the MAC Address (circled below).

RICK VBAdmin

9000 Series <

Logged in as

The user who is currently logged in.

System IPv4 Address

Read from the System Configuration > Network page.

System Resolved IPv6
Address

Read from the System Configuration > Network page.

System Description

Read from the Monitor > Monitor the System page.

System Name

Read from the System Configuration > General page.

System Location

Read from the System Configuration > General page.

System Contact

Read from the System Configuration > General page.

Vbrick Encoder Admin Guide
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Field Desctiption

System Up Time Read from the Monitor > Monitor the System page. Refreshed
every 60 seconds.

Total System Up Time Read from the Monitor > Monitor the System page. Refreshed

every 60 seconds.

Application Code Revision | Read from the Monitor > Monitor the System page.

System Serial Number Read from the Monitor > Monitor the System page.

Current Operational Mode | Indicates the current operational mode of the Vbrick. The
following modes are supported. See the troubleshooting topic
on Operational Modes for more information.

* Run — Normal operation.

* Diagnostics — User selected mode for running certain
Vbrick diagnostics.

* Maintenance — Automatically launched (not selectable)
when the software does not load.

* Limited Run — Limited operational mode (not selectable).
Normally occurs if a hardware problem exists within the
Vbrick but it can still partially operate.

* Overloaded — Limited operational mode (not selectable).
This mode occurs when the Vbrick is configured to handle
more video than its operational capacity. If this occurs, the
Vbrick needs to be reconfigured to reduce the number of
streams and/or data rates. Under this condition, the
encoder temporarily reduces video traffic in order to

maintain VBAdmin functionality.

Home Page LEDs

The colored LEDs in the bottom middle of the Home page give you a quick snapshot of the
health and status of the encoder. These indicators are dynamically refreshed every five
seconds and give you an up-to-the-minute snapshot of the current status. [ideo input and
streaming LEDs are not shown when managing a decoder-only appliance.

LED Status

Video Input * Green — Running.
* Red - Video Input problem (with any enabled stream).

Streaming T * Green — at least one transmitter or server client is streaming.

* Yellow — no transmitters or server clients are streaming.

Alarms * Green — no alarms are present.

* Red — one or more alarms are present.

Configuration * Green — no configuration errors are present.

* Yellow — one or more configuration errors are present.

T Not shown on decoder-only models.
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Introduction

o Home

o Dashboard

# System Configuration
# Encoder Configuration
Decoder Configuration
= Monitor

® Troubleshoot

o Logout

o Help

H FH

The options on the Configuration Menu are explained below. This menu provides access to all

configurable features and functions on the encoder. It also provides access to the online help

system.

Use the (plus and minus) tree controls in the menu to expand or collapse the selectable

options and note that many pages have additional links to hide or show less frequently used

settings.
Home Provides a quick snapshot of encoder health and status
Dashboard Shows a high-level overview of the entire unit. This includes the

configured values for each slot and channel, the streams
associated with each program, and the transmitters and servers
associated with each stream.

System Configuration

Used to configure "system" settings such as IP address and host
name as well as user names and passwords. Also allows you to
read, reset, or restore the system configuration. Advanced
Configurations are used for security, logging, event triggering and
other less frequently used options.

Encoder Configuration

Used to set video and audio parameters for the encoder.

Decoder Configuration

Used to set video and audio parameters for the decoder. Only on
decoder units.

Monitor Lets you view system, network, and audio/video data as well as
the various system logs. Program Status lets you view the status
of programs, transmitters, and servers.

Troubleshoot Lets you troubleshoots operational problems by running network
tests and devices tests.

Logout Logs you out of the system.

Help Launches the Online help system main page. Use the ? icon in the

upper right corner of each page to launch contextual help for that
specific page.

The Dashboard is a critical tool for managing and configuring your encoder. The Dashboard

makes it easy to see—at a glance—how the unit is configured and operating and is

dynamically refreshed once every second. It has hyperlinks that let you quickly navigate to the

configuration pages for each major component (e.g. a server or transmitter) associated with a

slot and channel.

Vbrick Encoder Admin Guide
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It shows all of the slots and channels available and the specific video and audio configuration
settings for each one. This includes Program and Stream information as well as the current
status of each configured Transmitter, Server, and Archiver.

The Dashboard shows the status of up to two slots and four channels (depending on the
hardware you purchased) as well as the CPU utilization for the entire unit. For best results, the
CPU utilization should not exceed 90% (See the Optimize System Performance topic for
details).

Configuration Menu & VBAdmin
Dashboard CPU 19% <
o Metwork Video Slot 1/Channel 1 | Program 1 Stream 1 Transmitier 1
o General 12t Running Mame H Program 1 Transgort Type: RTP Dissbled
o Usemames & Passwords Connechon: HDMI Video Rate Rate 1
o Manage Corfiguration Input 4803 16:9 ‘udio Rate: Rate 1 Server 1
& Advanced Configurations | | ascras a90y80 169 Curent clients- @
: g:(”:r:ﬁl'"e”' SAP Enabled Rales: Cunent bandwidih: @
: Lnggmu) | Timat0 | 60 @ T.5M
o Esent Triggeiing Audio Slot /Channel 1 Archiver 1
o Passthiough Siate Running State: Stopped \
o SNMPI Passwords Analog Stereo Storage Location: Internal
o SNMP Traps Enabied Rates: e
& Encoder Configuration 1 48Nz @ T2K
& Video Input
o Audio Input fideo Slot U/Channel 2 | Pregram 2 Stenm 2 Toarmmitier 2
® Global Sizte. Running Pame. W Program 2 Transport Type: RTP Disabled
: ;::’f;:‘:s Caonnection: HOMI Wideo Rate: Rate 1
input 4800 16:0 Audio Rate: Rate 1
N ;’:::'“’s Detacto: 480660 189
o Archivers Enatied Rates Server 2
& Monitor 1 T20x480 1 60 @ 7.5M Curent clients: 0
o System Audio Slot UChannel 2 Cument bandwidi: 0
o Matwark Sate Running
System
. Eroodar sustus nnog Stereo
@ Video Input Enabled Rates.
o Audio Input | 4EKHz @ T2k
@ Global & Streams
o Transmitters Video Slot Channel 1 | Program 3 Stream 3 Transmitter 3
o Servers Dysabied MName \H Program 3 Transgpor Type: RTP Disableg
@ Archivers Audio Slot 2/Channe| 1 Wideo Rate: Rate 1
® Troubleshoot Stzte. Running Audio Rale. Rate 1 Server3 ||
o Logout Anaiog Stereo Curent ients. 0
o Help Enabled Rates: (CUMST BN WaR: O
14800z @ T2k
|mm_sm_m:mm_z Program 4 Str=am 4 Transmitter 4 l_l
Disabied Tame H Program 4 Transport Type: RTR Disabled i
Refesh
Note: If you are working with an encoder that has presentation features
enabled, your interface or functionality may differ slightly for this section
with the ability to see Presenter Mode status on the Dashboard. See the
Presenter Encoder Dashboard topic if you need more information.
Edit Mode

In order to change configuration settings in the Vbrick encoder, you must click the Edit
button to become the active editor so that multiple users cannot be changing parameters at
the same time. After clicking Edit, the button changes to Finish Edit, and the message Edit
Session In Progress is displayed on the front panel of the encoder. Only one user can be in Edit
mode at any time. Any user can end the current editing session of any other user regardless of
login level—admin or operator. As a best practice, you should click Edit, make any necessary
changes and then click Save and Finish Edit to avoid interfering with other users.

Note: All configuration screens have a View mode and an Edit

mode. Most screens in Online help are shown in Edit mode, that
1s after you have clicked the Edit button.
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Introduction

Encoder Configuration --> Video Input

How is Video Connected? Component
Video Input Enable Enabled
Video Format 1080i/60
Video Aspect Ratio 16:9

Detected Format: 0
KLV Disabled
Show advanced settings
Video Rate 1 Template Settings
Video Rate Enabled
Template T50Kbps, SDp30/25 (Parameters Match)
Profile Baseline
Resolution 656x368
Target Bit Rate (bit/sec) 750,000
Target Frame Rate (frames/sec) 30
Hide advanced settings
IDR Frame Interval (sec) 4
Rate Control Setting 5. Best Quality
Entropy Coding CAVLC

Edit

Figure 1. Begin Edit

Be aware that some parameters, menu items, and fields are not shown unless you are in edit mode.
Click the Edit button to see all fields, parameters, and buttons. VBAdmin validates most usetr
entries. If you select and apply invalid settings or mismatched parameters, it will display error
messages in red showing the valid range of values or a description of the conflicting
parameters. When this happens, try again with different values or parameters and press Apply.

Encoder Configuration --> Video Input
Choose I @giot 1/Channel 1'[ h 2 ] ot 2/Channe hann
Input
How is Video Connected? |HDMI '|
Video Input Enable F Enabled
Video Format I?ZDD?GO -
Video Aspect Ratio I 169 vI
Detected Format T200/50 16:9
KLV IDisabled 'I
Show advanced settings
Video Rate 1 Template Settings Load Template I
Video Rate Enabled
Template T50Kbps, SDp30/25 (Parameters Do Not Match)
Profile IEasellne 'I
Resolution 1260720 >
Target Bit Rate (bit/sec) |21-i?43364? Value out of range.
Range is 32000 1o
20000000.
Target Frame Rate (frames/sec) IGU -I -
anced settings
Apply Revert | Default I Clone Input Save Finish Edit

Figure 2. Finish Edit

If the browser is closed after entering Edit mode, editing will not be ended. Therefore, a
second user can't know if the first user has simply forgotten to log off or is still engaged in
editing. After an hour of inactivity, Edit mode times out, whether the browser is open on the
desktop or closed without ending the Edit session. In VBAdmin, the Logout button on the

left side of the menu bar ends editing and logs you out of the application.

Vbrick Encoder Admin Guide



Depending on screen resolution, it may be necessary to scroll down the page to see additional
information and fields. The Apply, Revert and Default buttons however, are always shown at
the bottom of the page when appropriate. You may also sece Clone, Refresh, Reset Counters,
and other buttons depending on what page you are on.

Apply Applies the changes made on the screen to the encoder. Note that these
changes will not be stored in the encodet's flash memory until you click Save.
This means if the encoder is powered down the changes will be lost. Don't
forget to save the configuration.

Revert Aborts all changes made on the screen and returns to the values that were
present prior to the first change that was made. Note that this only applies to
changes made prior to the last "apply."

Default Returns to the default settings for all parameters on the page. You must still
click Apply for the settings to take effect.

Clone o When configuring the Video Input on
L multi—channel encoders, this button lets
you apply one set of configuration
parameters to one or more of the other
channels.

Finish Edit | Ends the editing session and displays View mode.

End Other E | End an edit session currently in progress by another user. Use with care; any
dit Session | unsaved changes made by that user will be lost.

Save x| | Writes all applied changes to Flash

9 memory. If you do not click Save after

\__./ Save all configuration parameters ta the Flash? . )
editing, any changes you made are lost if

Concsl | the encoder loses power or is reset.

Click Logout on the Configuration Menu to exit VBAdmin and automatically end any editing
sessions. After logging out of VBAdmin, it is a good idea to close the window and exit your
browser.

A link to the Online help system is available from the Configuration Menu on the left side of
the VBAdmin page. This help system has a powerful full-text search engine that can quickly
find the information you need.

You may also click on the question mark hyperlink in the upper-right corner of each page to
get context-sensitive help for that specific page. If a page has several fields or areas of
interest that may not fit on one page, the topics will be linked at the bottom of the page.
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Introduction

Note: The encoder’s Online help system requires an Internet connection

but can be configured to run on your local Web server. See Install Online

Help to a LLocal Web Server for instructions.

VB
ﬁ\
ey 4 to VBAdmin Context Sensitive Help - -
o Home on Current Page
o Dashboard Logged in as admin
@ System Configuration System |Pv4 Address: 10100134
& Encoder Configuration
e oot System Description VBrick Systems Inc.. Model HPS 5000 Encoder, Serial #
o Logout online Help System Name: Kevin's Presenter
o Help <:] Main Memy, | System Lecation Kevin's Desk
—J System Contact Kevin
System Up Time: 27 days 00:35:52
Total System Up Time: 00:205 15:29 (yr-day hrmin)
Application Code Revision 4.2.0b - 01/28/15 20:47
System Serial Number
Current Operational Mode: Run

Install Online Help to a Local Web Server

The Online help system points to a Vbrick Web server and requires an Internet connection.
In some cases it may be preferable (and faster) to put the help files on your local Web server.
To do this you will need to edit two MIB variables using the Command Line Interface or a
MIB browser. You will also need a copy of the help files to place on your Web server. Contact
Vbrick Support Services to obtain a copy of the help files.

v
1.

To install the help files and point to a local server:
Open the CLI using Telnet or HypetTerminal. (For more about using the CLI, see the
"Command Line Interface" chapter in the Getting Started Guide.)

Begin an edit session and set the following Vbrick parameters as shown below. When
done, be sure to apply, save, and reset as shown below. Note that all commands are
case-sensitive.

Replace web_server_ip_address with the complete path to the Default Web Site > Home
Directory on your local Web server. (Note: Use the optional_folder_name parameter only
if you need to distinguish between multiple help systems.)

SVAR vbrickEditName=
SVAR vbrickEditName=admin
SVAR vbrickSysConfigurableHelpLinksEnable=2

SVAR "‘vbrickSysConfigurableHelpLinksURL=http://<web_server_ip_address/
optional_folder_name>

SVAR vbrickSysApplySet=2
SVAR vbrickSysSaveConfiguration=2
RESET

Copy and paste the folder Vbrick_H264Help (obtained from Vbrick Support Services)
into the path you specified in Step 3 above.

Optimize System Performance

Vbrick encoders are designed to accommodate a variety of configurations. Vbrick

configuration choices enable the widest range of features and capabilities and are designed to
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provide the user with a high degree of flexibility. In some extreme cases, users can create
configurations that exceed the normal processing capacity of the unit causing it to not
perform optimally. Corrective action usually involves reducing a video rate or disabling a
stream or transmitter. In general, video quality improves when video rate is increased toward
the maximum of 20 Mbps. In short, video quality is subjective and relates to other
components such as the response of the human eye, the quality of the original content and
signal, and the quality of the decoder and monitor.

As a general rule, use the lowest video rate that best suits the application. When configuring
Vbrick devices, pay close attention to the total bit rate of all streams exiting the unit. The sum
of all streaming traffic should be closely monitored and kept to a minimum whenever
possible. Once you have selected and applied a configuration to the unit, you can check the
status of the processor and device load using VBAdmin or CLI. The CPU utilization and
overloaded status variables are an excellent indication on the unit's overall health. If the CPU
utilization is high or an overloaded condition is occurring, you can simply reduce bit rates;
reduce the number of streams, transmitters, or served clients; and re-run the test. As a part of
regular maintenance, you should periodically check the CPU utilization and the Overloaded
Count (on the Monitor > Monitor the System page) to ensure the unit remains within normal

operating limits.

Step-by-Step Initial Set Up Overview

This section gives a quick overview of the steps you would typically need to perform to
configure a Vbrick Encoder. As shown in the figure below, the encoder supports up to four
video input streams (two in each slot) and four audio input streams (two in each slot). It also
support a fixed number (shown in parentheses) of programs, streams, transmitters, and
servers.

Keep in mind that the encoder you actually purchase comes in a variety of models with
different connectors and slot configurations.
To quickly configure an encoder:

Set up the encoder and connect a video source. See: Getting Started Guide.

Configure the Yideo and Audio sources.

Configure the Programs associated with each stream.
Configure the Streams for the programs.

Configure the Transmitters for the streams.
Configure the Servers for the streams.

Configure the Archivers for the streams.

e A AR I SRl

If you complete the above steps successfully, the encoder will be configured.
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Introduction

PROGRAM 1*
Video Rates 1-5
CHANMNEL 1 | >
Audio Rates 1-3
> Transmitters (1-25) » Ethemnet
PROGRAM 2
Video Rates 1-5
CHANNEL 2 | >
Audio Rates 1-3
xitionag B Sarvers (1-16) » Ethernet
Streams (1-16)
PROGRAM 3
Video Rates 1-5
CHANNEL 3 t »>
» External USB
Audio Rates 1-3 B Archivers (1-4)
P> Infernal SATA
PROGRAM 4
Video Rates 1-5 * The number of channels and programs avalable depends
CHANNEL 4 I [ 3 on the appliance model An appliance may have 14 input
Audio Rates 1-3 channels and 14 commesponding programe.

Use the Video/Audio Configuration pages to define the video and audio sources. You can
also use the pre-configured templates to control a single video or a single audio rate.
Templates are part of the rate configuration for each audio or video source. The Load
Template button launches a pop-up window showing the available templates with

preconfigured values. See Encoder Configuration for more information.

Each program corresponds to one Video and Audio Input. For example if you have two video
and audio inputs (i.e. two "channels"), you can configure two programs. Each stream you
subsequently configure must be associated with a program. See Programs for more
information.

There are 16 Streams available for configuration. A "stream" is a bundled group of resources
that describes the characteristics of the video and audio. A stream specifies the Program,
Video Rate, Audio Rate, and Transport Type and can be transmitted, served, encrypted, or
archived. Once a stream is defined, it can be used by any combination of transmitters,
servers, and archivers. With most "transport types" there is no automatic rate selection: each
transmitter and server must be configured with a specific stream and rate. With "smooth
streaming," multiple video rates are delivered in one stream and IIS determines which rate to
serve. See Streams more for information.

There are 25 Transmitters available for configuration. Each references a Stream that can be
pushed and each is selectable as unicast or multicast (RTP and transport streams only). The
configuration parameters are divided into a common section (on the Encoder Configuration
> Global page) and another section (on the Encoder Configuration > Transmitters page)
which configures each individual destination. See Transmitters more for information.
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There are 16 Servers available for configuration. Each references a stream that can be served.
The configuration parameters are divided into one common section (on the Global page) and
another section (on the Servers page) which are used to configure an individual server. The
encoder is a streaming server that can be controlled by a remote decoder client via RTSP and
RTCP protocols. In server mode, a served program does not become active on the network
until requested by a client. The client, for example, could be a software player like
StreamPlayer or QuickTime, or a set top box. See Servers more for information.

Vbrick decoders deliver high-quality, low latency video with exceptional performance, ease-
of-use, and flexibility. The decoder is fully compatible with 7000/9000 Seties encoders and
supports video resolutions up to 1080p. The Vbrick decoder is designed to deliver the
highest video quality with low latency. The embedded operating system and the dedicated
decoding hardware provide the highest reliability for mission-critical applications.

There are four Archivers available for configuration. An Archiver is used to store a local copy
of a stream on existing internal or external hard drives. (Only transport streams can be
archived.) Each archiver references a transport stream which is basically comprised of a
Video Rate, an Audio Rate, and a Transport Type. Archiving can be controlled locally or it
can be controlled from VEMS. VEMS can start and stop an archive and FTP files to and
from the encoder. See Archivers more for information.
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Chapter 2

System Configuration

Network

¥ To access the Network fields:

1. Navigate to System Configuration > Network.

System Configuration --> Network

Network

IPv4 DHCP ¥ Enabled

IPv4 Address 172.22.2.100 [E]
IPv4 Subnet Mask
IPvd Gateway Address
HostName
Management [P Version

Hide advanced settings

DHCP Retry Interval
Network Interface Speed
Metwork Interface Type
Maximum Transmission Unit Size

Field Description

1Pv4 DHCP Default = Enabled. Dynamic Host Configuration Protocol. If
DHCP is enabled, the encoder gets its IP Address, Subnet Mask,
and Gateway from the DHCP server. If the DHCP server supplies
the DNS server address, these parameters will replace the
user-entered DNS settings. If DHCP is enabled and the encoder
cannot obtain an IP address from the server, it will start in limited
run mode after 90 seconds, using its default IP Address of
172.17.5.5. After 15 minutes, it will automatically reset and again
attempt to acquire an address. The LCD screen on the front of the
encoder will indicate a DHCP failed message. Note: The Vbrick
encoder requires a minimum DHCP lease length of 8 minutes to
work, however it is recommended to extend the lease time to what
is maximally available via the network to avoid disruptions.

IPv4 Address This is either a static or a DHCP-enabled IPv4 IP address.

IPv4 Subnet Mask Subnet mask for the encoder address.

IPv4 Gateway Address | Gateway IP Address for communicating across different network
segments.

Vbrick Encoder Admin Guide 13



Host Name

The Host Name defaults to the Media Access Control (MAC)
address, a hardware address that uniquely identifies each node of a
network. DHCP servers can optionally be configured to provide a
Host Name so when DHCP is enabled the encoder will
automatically use the Host Name from DHCP if one is provided.

The encoder Host Name identifies the encoder to various network
applications including DHCP, SNMP and Vbrick application tools.
The Host Name can be a maximum of 18 characters; the first character
must be a letter and the rest can be letters, numbers, or hyphens.

Management IP Version

* IPv4 Only — Use an IPv4 address. Default.
* IPv4 and IPv6 — Use both IPv4 and IPv6 addresses. Complete
additional fields that are then displayed for IPv6 as required.

IPv6 Configuration
Method

Displayed if Management IP Version above is IPv4 and IPv6. Select

the IPv6 Configuration Method. Note that IPv6 is supported on

VBAdmin, Web Services, SNMP, and Telnet. Ipv6 is not

supported on SNMP notifications, Announcements, Management

SAPs, and Streaming.

* Auto Config — The device will auto-configure the IPv6 address
using the (NDP) MAC-based address. Default

* DHCPv6 — The device will use an external IPv6 DHCP server.

* Static Assignment — Use to manually set IP address.

IPv6 Resolved Address

Displayed if IPv6 Configuration Method above is Auto Config or
DHCPv6.

IPv6 Address

Static Assignment only. Manually enter an IP address.

IPv6 Network Prefix
Length

Static Assignment only. Manually enter the network prefix length.

IPv6 Gateway Address

Static Assignment only. Manually enter the Gateway Address.

DHCP Retry Interval

Displayed when Show advanced settings clicked. See above. Use
to adjust the time (in minutes) before the encoder will reset and
attempt to acquire an IP address. Range 3—15. Default = 15.

© 2020 Vbrick



System Configuration

Network Interface Displayed when Show advanced settings clicked. Automatic, Auto
Speed 100 Mbps, 100 Mbps, or 10Mbps. This allows the Ethernet
interface of the encoder to be manually forced to 10 or 100 Mbps.
Automatic is the default and recommended setting. Automatic
enables auto negotiation and the encoder will automatically match
its speed setting to the speed of the switch or hub to which it is
attached. Automatic can resolve up to 1GB depending on your
network. Auto 100 Mbps is similar to Automatic except the
encoder does not advertise 1GB.

The settings for Network Interface Speed and Network Interface
Type are interdependent. They must both be set to Automatic or
they must both be set manually. Manual settings should be used
only in the rare case when the encoder is attached to network
equipment that does not support auto negotiation. The encodet's
capabilities will be limited when its Ethernet link is at 10 Mbps
and/or Half Duplex. If auto negotiation fails, the encoder defaults
to 100 Mbps, Full Duplex, and attempts "parallel detection," an
alternative way to sense speed. Status parameters ate available on
the Monitor > Monitor the Network page to indicate the state of
the link and the current configuration of the Ethernet hardware.
In auto mode, they reflect the results of the negotiation and in
manual mode they follow the configuration options.

Network Interface Type | Displayed when Show advanced settings clicked. Half Duplex,
Full-Duplex, or Automatic. This allows the Ethernet interface of
the encoder to be manually forced to Half or Full Duplex. The
default setting is Automatic which enables auto negotiation in the
encoder so it will automatically match its duplex setting to that of
the switch or hub that it is attached to. Automatic is the default
and recommended setting. The settings for Network Interface
Speed and Network Interface Type are interdependent. See the
description of Network Interface Speed above.

Maximum Transmission | Displayed when Show advanced settings clicked. Range 1024—
Unit Size 1500 (default = 1500). The MTU is used for all network traffic
from the encoder and defines the largest network packet size that
will be transmitted. A higher MTU brings higher bandwidth
efficiency and Vbrick recommends using the default. However you
may wish to reduce MTU size to meet the requirements of some
networks with VPN or other security tunnels that cannot tolerate

1500-byte packets.

Network

Domain Name Server Settings

Network Time Synchronization Settings
Shared Archivers HExternal FTP/SFTP Server Settings
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Domain Name Server Settings

¥ To access the Domain Name Server fields:

1. Navigate to System Configuration > Network > Domain Name Server section.

Domain Name Server

Primary Server IP Address |1?2_16_[]_11 |
Secondary Server IP Address |1?2.16_[]_12 |
Default Domain Extension |com |

Primary Server IP Address

This is the primary server used for DNS.

Secondary Server IP Address

This is the secondary server used for DNS.

Default Domain Extension

This is the domain name used for DNS.

Note: If DHCP is enabled, then all DNS entries will be provided
by DHCP and overwrite any customization. If DHCP is

disabled, DNS customization is allowed. A reboot in necessary
to apply non-DHCP changes.

Network

Domain Name Server Settings
Network Time Synchronization Settings
Shared Archivers Fxternal FTP/SFTP Server Settings

Network Time Synchronization Settings

¥ To access the Network Time Synchronization fields:

1. Navigate to System Configuration > Network > Network Time Synchronization section.

Network Time Synchronization

MNetwork Time Protocol | Enabled
Primary Server IP Address |1?2_16_[]_11 |
Secondary Server IP Address |1?2.16_[]_12 |

These fields are used to synchronize network time using the host name or IP address of a
known server to provide a synchronized time for all encoders in the network. Note that
Network Time Synchronization is disabled by default and will auto reboot the unit if enabled.
If enabled, and the NTP time is four minutes greater than or less than the current system
time, the unit will reboot twice.

Description

Network Time Protocol Check to enable network time synchronization. Default =

Disabled.
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System Configuration

Field Description

Primary Server IP Address | Primary IP address of valid SNTP server providing time
synchronization. A blank field indicates the server address
will be acquired via the DHCP server only if the Network
DHCP field above is checked.

Secondary Server IP Address | Secondary IP address of valid SNTP server providing time
synchronization. A blank field indicates the server address
will be acquired via the DHCP server only if the Network
DHCP field above is checked.

Note: DHCP Option 4 (TIME) and Option 42 (NTP) are
requested from the DHCP server to obtain SNTP server
addresses. One ot both of these options must be enabled in the
DHCP setrver for these addresses to be returned to the encodet.

If both are returned, the encoder will use the N'TP server
address. If the DHCP setver configuration is unknown, it is
recommended that the addtess(es) be manually entered since the
DHCP setrver-supplied address will always override a manually-
entered address.

Network

Domain Name Server Settings
Network Time Synchronization Settings
Shared Archivers Hxternal FTP/SEFTP Server Settings

Shared Archivers External FTP/SFTP Server Settings

¥ To access the Shared Archivers External FTP/SFTP Server fields:

1. Navigate to System Configuration > Network > Shared Archivers External FTP/SFTP
Server section.

Shared Archivers External FTP/SFTP Server

Server Type FTP
Server Destination 127.0.0.1
Server Username vbrick
Server Password R
Server Directory /

An external server can be used with an Archiver in order to FTP/SFTP recorded streams to
a remote server. See the Archivers topic for more about this functionality.

The Server User Name and Password must be set up properly on the remote server. If they
are not entered the same as what is set up on the server, the encoder will be unable to
connect and perform the transfer.
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Field Description

Server Type Specify FTP or SFTP.

Server Destination The host name or IP address for the server. It accepts up to 20
characters.

Server Username The server uset's account name. Anonymous FIP/SFTP is

supported. Default = vbrick.

Server Password Optional. The password required to access the server. Accepts up to
20 characters. Default = vbrick.

Server Directory Optional. This object allows a manager to switch to a different
directory within the server after login. Accepts up to 64 characters.
Default = /
Network

Domain Name Server Settings
Network Time Synchronization Settings
Shared Archivers Fxternal FTP/SFTP Server Settings

General

V¥ To access the General fields:

1. Navigate to System Configuration > General.

System Identification Settings

System Configuration --> General

System ldentification

System Description WBrick Systems Inc., Model HPS 9000 Encoder, Serial #
System Mame Im
System Location
System Contact

The Name, Location, and Contact fields are used to identify the encoder. They are nof changed
when you click Default. (They are¢ changed when you reset to the defaults on the Manage
Configuration page.)

Field Description

System Description | Read-only. Company name, encoder model number, and serial number.
System Name User-defined. System name, for example Biology Dept.

System Location User-defined. System location, for example West Campus.

System Contact User-defined. Contact person, for example Jane Doe.

System Identification Settings
System Time Settings
Additional System Settings
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System Configuration

System Reboot

Front Panel Settings
Link the Encoder to Vbrick Rev

System Time Settings

¥ To access the System Time fields:

1. Navigate to System Configuration > General > System Time section.

System Time

System Date & Time [6112/201511:38 ||  Set Time |

(mm/ddfyyyy hhzmm)

Time Zone | (GMT-05) Eastern Time v

Daylight Saving Time ¥ Enabled

Field Description

System Date & Time i

<2 Setting the time will save configuration parameters to the Flash and will reset the unit,
2 Are you sure you wank ko conkinue?

[8]4 I Cancel |

Sets system date and time in mm/dd/yyyy hh:mm format. The
encoder will reset when you click Set Time.

Time Zone Select from list: (GMT-12) Eniwetok — (GMT +12) Auckland.

Daylight Saving Time | U.S. only. Check this box and the encoder will automatically adjust
for Daylight Savings Time. This is particularly useful when
monitoring the System Logs.

System Identification Settings
System Time Settings
Additional System Settings
System Reboot

Front Panel Settings
Link the Encoder to Vbrick Rev

Additional System Settings

¥ To access the Additional System Settings fields:

1. Navigate to System Configuration > General > Additional System Settings section.
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Additional System Settings
Operational Mode Run v

Login Message <b><center>Today's System Message:
Welcome to VBrickl</b></center>

Field Description

Operational Mode Indicates the configured operational mode of the encoder. The
Current Operational Mode is shown on the Monitor > Monitor the
System page. The following modes are supported. See "Operational
Modes" on page 176 for more information.

* Run — Normal operation.

* Diagnostics — User selected mode for running certain Vbrick

diagnostics.
Presenter Mode Not displayed if presentation features have already been enabled.
Enabled Enables Presenter Mode and presentation features on the encoder.

Enabling Presenter Mode will reboot the encoder. This reboot will
also reset a number of settings, referred to as “Default All”.
Parameters such as video, streams, transmitters, and servers will be
reset. Non-streaming parameters such as networking and passwords
will not be reset.

See: Presentation Features Overview for details on how to use
Presenter encoder features.

Login Message ‘VBrick 3000 Series Administrator

Enter up to 300 characters of alphanumeric text and special
characters (except quotation marks) that will be displayed on the
login page. It will be displayed in the highlighted area above.

System Identification Settings

System Time Settings

Additional System Settings
System Reboot

Front Panel Settings
Link the Encoder to Vbrick Rev

System Reboot

V¥ To access the Reboot button:

1. Navigate to System Configuration > General > System Reboot section.

20 © 2020 Vbrick



System Configuration

System Reboot
‘ Reboot

Description

Reboot Reboots the encoder. A reboot does not change, save, or reset any
configuration parameters. You must be in edit mode to perform a
system reboot.

System Identification Settings
System Time Settings
Additional System Settings
System Reboot

Front Panel Settings
Link the Encoder to Vbrick Rev

Front Panel Settings

¥ To access the Front Panel fields:

1. Navigate to System Configuration > General > Front Panel section.

Front Panel

Hide advanced settings

Display IP Address ¥/ Enabled

Display Hostname ¥/ Enabled

Display User Description ¥ Enabled

User Description 1 |\-"Bn'ck Systems |
User Description 2 |\r |

You can enable/disable user-defined text (typically the host name and IP address) that is
shown on the encodet's front panel LCD display.

For more information about the front panel see the Front Panel ILCD Display Messages topic
in the Getting Started Guide.

Field Description

Display IP Address Check to display the encoder IPv4 address. Default = enabled.

Display Hostname Check to display the encoder host name. If host name is not
configured (on System Configuration > Network page) the MAC
address is used. Default = enabled.

Display User Description | Check to display the user-defined text. Default = enabled. See
"Front Panel LCD Display" topic in Getting Started Guide.

User Description 1 Enter user-defined text (20 chars. max.) that will be displayed on
first line of LCD panel. Default = Vbrick Systems

User Description 2 Enter user-defined text (20 chars. max.) that will be displayed on
second line of LCD panel. Default = \r (Release x.x.x)
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System Identification Settings

System Time Settings

Additional System Settings

System Reboot
Front Panel Settings

Link the Encoder to Vbrick Rev

Link the Encoder to Vbrick Rev

V¥ To access the Vbrick Rev Interface fields:

1. Navigate to System Configuration > General > Vbrick Rev Interface scction.

VBrick Rev Interface
VBrick Rev Interface Enable
Rev Server URL:

APl Key

Rev Proxy Server Enable
Rev Proxy Server URL:

Rev Proxy Server Port

Rev Proxy Server Username
Rev Proxy Server Password
Rev Connection Status

Disabled

Disabled

8080

Disabled

Before you may link an encoder with Vbrick Rev so that it may be used as a video source, you

must enable and configure it to recognize Rev in the System Configuration menu. If you do

not complete these fields before you add your encoder as a device in Rev, your encoder will

not function and link correctly with Rev.

Field Description

Vbrick Rev Interface Check to enable so that the encoder may be used with Rev.
Enable

Host Enter the URL for your Rev host.

API Key An API key is created in Rev for your encoder. Enter that key in

this field.

Rev Proxy Server Enable

Enables or disables http proxy use in Rev communications.
Default is Disabled.

Rev Proxy Server URL

The network address of the proxy server in the form http://host
name or IP address. Default is empty string.

Rev Proxy Port

Port to use for proxy communications. Default is 8080.

Rev Proxy Server
Username

Username to use when authentication is needed to communicate
with the proxy. Default is empty string.

Rev Proxy Server
Password

Password to use when authentication is needed to communicate
with the proxy. Default is empty string.
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System Configuration

Field Description

Rev Connection Status | Displays details about the connection to the Vbrick Rev host.
This may include:
* The last HTTP status and timestamp, or
* The reason why this encoder failed to connect (if applicable)
and the reason why it failed (as best can be determined), or
* “Disabled” if the Rev interface has not been enabled.
* This status will update with each "heartbeat" with Rev,
generally at 15 second intervals.

System Identification Settings

System Time Settings

Additional System Settings
System Reboot

Front Panel Settings
Link the Encoder to Vbrick Rev

Usernames & Passwords

¥ To access the Usernames & Passwords fields:
1. Navigate to System Configuration > Usernames & Passwords.

Use this page to define user names and passwords and their corresponding permissions with
respect to the encoder. (Table 2 below shows the default user names, passwords, and
permissions.)

You may also assign a Pin number to the encoder that will allow direct access to the keypad
and functions on the encoder front panel (if the encoder is configured with a front panel.

Administrator
Usemame
Password
Confirm

“T‘S
@ 9| B

Operator
Usemame operator
Password l-i@
Confim —  ®
Diagnostics
Usemame diagnostics
Password ’ﬁ
Confim o
Public
Usemame public
Password o @
Confim — ®
Front Panel
o ®
@

Pin
Confirm
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Table 1. User Name and Password Field Attributes

User Name Enter desited user name. Cannot be blank or exceed 20 characters. It
may include any combination of alphanumeric characters and only the
following special characters: ~ 1 # $ ~* + & [ 1 { } | - < > See
Table 2 below for defaults.

Password Enter password. Cannot be blank or exceed 20 characters. May include
any combination of alphanumeric characters but only the following
special characters:~ 1 #$ ~*+ & [ 1 {} | - <> See Table 2 below
for defaults.

Confirm Confirm new password entry. The encoder will then display a user
message and reboot.

Table 2. Default User Names, Passwords, and Access Level

User Level Default User Name Default Password Access Level

Administrator | admin admin Read, diagnostics, edit,
passwords.

Operator operator operator Read, diagnostics, edit.

Diagnostics diagnostics diagnostics Read, diagnostics.

Public public public Read

Front Panel | NA NA Front panel encoders only.
Allows direct access to keypad
functions on encoder front panel
if set.

Manage Configuration

24

This Manage Configuration page lets you reset some or all of the parameters in the encoder
configuration. It also lets you read and save the current configuration to an .xml file and
restore that configuration if necessary.

Reset System Configuration
¥ To access the Reset System Configuration fields:

1. Navigate to System Configuration > Manage Configuration > Reset System Configuration
section.

This menu lets you default some or all encoder configuration parameters.

System Configuration --> Manage Configuration

Reset System Configuration

Default All Restore Most Configuration Parameters to Default. IP Address, Subnet Mask, Gateway
IP, Metwerk DHCP, User Names, Passwords, System Date Time, and Presentation
Meode will not be defaulted.

Factory Defauit Restore All Configuration Parameters to Factory Defaults.

Description

Default All Sets all parameters excepr Network DHCP, IP Address, Subnet Mask,
Gateway IP, User Names, Passwords and System Date & Time.
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System Configuration

Button Description

Factory Default Sets a/l parameters (including EULA acceptance) to factory defaults
with the exception of System Date and Time.

Reset System Configuration
Read System Configuration
Restore System Configuration
Auto Configuration

Read System Configuration

¥ To access the Read System Configuration fields:

1. Navigate to System Configuration > Manage Configuration > Read System Configuration
section.

Read System Configuration
Read Cenfiguration from System

You can download the style sheet for viewing configuration data you are geoing to write. Please save the
style sheet file (XSL) in the same directory as the configuration file and do not rename the style sheet file.

This function lets you read configuration parameters from the encoder to a file, as well as
write configuration parameters from a file to the encoder. The file is an .xml file and Internet
Explorer is the assumed browser. Note that encoder the .xml file is read from, and the
encoder that the .xml file is written 70, should be running the same version of code.
Mismatched versions may work but are not supported or guaranteed.

Notes:

XML configuration files from 6000 and 7000 Series encoders are not
compatible with 9000 Series models. Do not try to run 6000 or 7000 Series
configuration files on 9000 Series encoders.

When restoring a 9000 Seties configuration, be sure that the encodet/
decoder model (i.e. the slot and channel configuration) you are restoring
from matches the model you are restoring to.

For security reasons, encryption keys cannot be restored via a saved XML
file. If you are restoring a configuration with encryption, use the following
procedure:

Enter the encryption keys manually. They must be entered in the same order
and using the same Key ID and Key Values as the original configuration.

After entering the encryption keys manually, restore the saved XML
configuration.

Use any text editor, preferably an .xml editor to make changes to the file. You can change the
"values" field as well as delete objects as necessary. Make sure the right data types are used.
For example if a parameter takes integer values, do not enter a string. Also IP Address
parameters must have the right IP syntax. Enter "0.0.0.0" to enter a null IP address. Blanks
and null strings are not valid IP Addresses.
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You can read the configuration parameters from the encoder by clicking the Read button on

the page. After clicking on the button, follow the browset’s instruction on saving the file to

your PC. The configuration is saved as cfgdata.xml but can be renamed. See the image below

for an example of the file. T'o view this file, you may need to download the style sheet to the

same directory as the saved file. Do not change the name of the style sheet. It should always

be saved as cfgdata.xsl and the first line at the top of the configuration file must always be:

<?xml-stylesheet type="text/xsl" href="cfgdata.xsl"?>

VBrick Configuration Data

Information
1 System Model HPS 9000 Encoder
2 Application Code Revision 103.0.13
3 XML File Creation Date 5/30/2013 10:21
4 User Information Version User Info 1.0
5 Part Number 19312-1212-0000
6 System Serial Number
7 MAC Address 00:07:df:01:c4:20
8 Installed Feature Licenses 0x00000000
Dogtag Slot_1 ¢
1 User Information Version User Info 1.0
2 Board Assembly Number 6106-0030-1000¢
3 [This Board Serial Number 5051100479
Slot_2 C
1 User Information Version
2 Board Assembly Number
3 [This Board Serial Number
slot_3 C:
1 User Information Version Hardware NA
2 Board Assembly Number Hardware NA
2 [This Board Serial Number Hardware NA
gtag Slot_4 C
1 User Information Version User Info 1.0
2 Board Assembly Number 6106-0030-0108
el (This Board Serial Number 5101100791
Dogtag Slot_5 Configuration
1 User Information Version Hardware NA
2 Board Assembly Number Hardware NA
El This Board Serial Number Hardware NA

Reset System Configuration

Read System Configuration

Restore System Configuration

Auto Configuration

Restore System Configuration

¥ To access the Restore System Configuration fields:

1. Navigate to System Configuration > Manage Configuration > Restore System

Configuration section.

[Ee e s ¥ R
Y r.—.'

File: | Choose File | No file chosen

Restore full or partial configuration from a previcusly saved XML file.

This function lets you write configuration parameters from an .xml file to the Vbrick

encoder. On a successful restore, all parameters will be saved to flash and the encoder will

reboot. Only administrator-level users and above have "write" privileges. Note that the
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Vbrick encoder that the configuration file is read from, and Vbrick encoder that the
configuration file is written /o should be running the same version of code. Mismatched
versions may work but are not supported or guaranteed.

¥ To restore the system configuration from an .xml file:

1. Click the Choose File button and navigate to the configuration file you want to write to
the encoder.

2. Click on the Restore button to write the selected file to the Vbrick encoder. If there are
no validation errors the configuration parameters will be saved to flash memory and the
encoder will reset.

3. If the configuration has validation errors, the file is rejected and the errors are displayed.
You will need to cotrect the errors and create a valid .xml "read" file as explained above.

Caution: If you create a system configuration for an encoder that
utilizes uploaded images (either used as backgrounds in the Presenter or
within customized layouts), those images #u#st be on the encoder (with
the same names) if/when the configuration is restored.

Please refrain from removing the images or re-upload the images before
re-applying the configuration.

Reset System Configuration

Read System Configuration

Restore System Configuration

Auto Configuration

Auto Configuration

¥ To access the Auto Configuration fields:

1. Navigate to System Configuration > Manage Configuration > Auto Configuration section.

Auto Configuration

URL

Poll Rate (minutes) 0

Aute Cenfig Status Script Mever Run
Script Control Run Script

Auto Configuration lets you perform a configuration via a URL script file. It is typically used
for remote configuration and troubleshooting or to configure encoders behind a firewall. To
configure a parameter on an encoder (or more likely a set of parameters) you simply point the
URL to a server with an .xml configuration file. This is useful, for example, to set the audio
and video rates when the Vbrick encoder is behind a firewall and cannot be accessed
remotely.

The encoder reads the URL field (e.g. www.myserver.com/config.xml) via HTTP protocol and
executes the script depending on the VBEXECUTE tag. If a VBEXECUTEFORCE tag is present
in the .xml file (see example below), the script runs every time at the poll interval even if it
has not changed. If a VBEXECUTEIFDIF tag is present the script runs only if it is different
from the last executed file. One of these tags is required.
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If the encoder is in Edit mode, the script file will not run until the edit session is ended. The
auto config script will run before any external event scripts. In Edit mode, you can press Run
Script to execute the script on demand. After a reboot, the encoder checks for a script URL
and will run the script immediately, regardless of the VBEXECUTE tag value.

Field Description

URL Valid path to a URL script file, for example: www.myserver.com/
config.xml. Default = blank.

Poll Rate (minutes) | The rate at which the encoder checks the config file. 0—1440 minutes.
Default = 0.

Auto Config Status | Shows auto config status including when the script was last run, URL
connection errors, etc.

Run Script Edit mode only. Run the script now.

Sample Auto Config Script

The auto config script file (config.xml) is an .xml file with the following syntax. It can set any
encoder parameters and force an "apply" as needed. This example shows how to set vatious
recorder parameters. Note that a VBEXECUTE tag is required and all commands must be
preceded by an svar (set variable) command.

<?xml version="1.0"7?>
<?VBEXECUTEFORCE?>
<VBRICK>
SVAR vbrickEncoderVideoCommonAspectRatio.1=2
SVAR vbrickEncoderVideoH264Resolution.1.1=15
SVAR vbrickEncoderVideoH264TargetBitRate.1.1=5000000
SVAR vbrickEncoderVideoCommonApplySet.1=2
</VBRICK>

Note: The script file must have DOS/Windows style line endings.
Text files created on Windows machines have different line endings
than those created on Unix or Linux machines. Windows machines use

a carriage return and line feed (\r\n) whereas Unix machines use line
feed (\n) only.

Reset System Configuration

Read System Configuration

Restore System Configuration

Auto Configuration

Advanced Configurations

The functions in the Advanced Configurations menu are generally used by system
administrators to configure management parameters. These parameters should not be
changed except by knowledgeable systems administrators.
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o
o
o
-]
o
o
o

o

o Hel

Configuration Menu

o Home
o Dashboard
£l System Configuration
o Network
o General
o Usemames & Passwords
o Manage Configuration
= Advanced Configurations

Management SAP
Security

Encryption

Logging

Ewvent Triggering
Passthrough
SNMPv3 Passwords
SNMP Traps

® Encoder Configuration
# Decoder Configuration
# Monitor

# Troubleshoot

o Logout

P

Management SAP
Encryption
Logging

Event Triggering

Passthrough
SNMPv3 Passwords

SNMP Traps

Management SAP

¥ To access the Management SAP fields:

1. Navigate to System Configuration > Advanced Configurations > Management SAP.

These parameters define information used in the management SAPs (session

announcements) emitted by the Vbrick encoder. These SAP announcements are received by
the VBDirectory management tool and the VEMS Portal Server. See the "BDirectory User

Guide for more information.

Vbrick Encoder Admin Guide

29



System Configuration --> Advanced Configurations --> Management SAP
Transmit Enable [¥] Enabled

Group Name

Unit Number 1

SAP Timeout 90

Retransmit Time 10

Time To Live 32

Type of Senice 0

IP Address 2242133134

Port 9876

Field Description

Transmit Enable | Controls the transmission of the Management SAPs (Enable or
Disable).

Group Name Optional. This parameter defines the Group Name. It is included in the
Management SAPs used by VBDirectory. It is used for organizing
encoders into groups to simplify use of VBDirectory.

Unit Number Optional. The encoder unit number (range 0-2147483647) is used to
identify each encoder in a group.

SAP Timeout Provides a configurable timeout, in seconds, for received management
SAPs. If no SAP is received within the timeout period, the entry is
removed. Default = 90 sec.

Retransmit Time | Defines the Management SAP Retransmit Time.

Time To Live The number of hops (between routers) for which a Management SAP is
valid on the network.

Type of Service | The TOS (Type of Service) can be configured in the IP header to
establish packet priority in the network.

IP Address Defines the Destination IP Address for Management SAPs.
Port Defines the Destination Port for Management SAPs.
Security

¥ To access the Security fields:

1. Navigate to System Configuration > Advanced Configurations > Security.
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System Configuration --> Advanced Configurations --> Security
External Telnet Server Enabled
External FTP Server Enabled
External VBAdmin HTTPS Only
Force TLSv1.2 Enabled
Allow Presenter Control Without Login Enabled
External SNMP Enabled
External SNMPv1 and SNMPv2 Access Enabled
External SSH Server SSH-2 Only
No Login for Viewer Files Enabled
Remote Support Poll Disabled
RTSP Server Port 554
VBAdmin Server Port 80

Secure VBAdmin Server Port 443

H.264 Tunnelling Port 0

Note: If you disable Telnet, VBAdmin, the Front Panel, and
SNMP, the only way to manage (and re-enable) these
parameters is to connect a PC to the serial port on the encoder
and use the Command Line Interface. You should never

disable all the network management interfaces if you are using
both COM ports for passthrough.

Field Description

External Telnet Server | Default = Enabled. Disabled will prevent Telnet sessions to the
Vbrick encoder.

External FTP Server Default = Enabled. Disabled will prevent FTP sessions to the
Vbrick encoder. Note that this feature must be enabled to upgrade
the encoder firmware using VBDownload.

External VBAdmin * Enabled — Default. Lets you manage the encoder from a web
browser using the VBAdmin management application. Supports
HTTP or HTTPS.

* Disabled — Prevents you from managing the encoder using

VBAdmin.
* HTTPS Only — Encrypts and secures the VBAdmin pages using
HTTPS.
Force TLS v1.2 * Enabled — Default. If selected, any https connections that are

not using TLSv1.2 are rejected. If disabled, the encoder accepts
TLSv1.0 and 1.1 connections in addition to TLSv1.2.

* Changing this item requires a reboot.

* Note: For 1VB9000 4.8.0 code to work with VEMS scheduling, Force
TLSv1.2 must be disabled. As noted, it is enabled by defanlt.

Allow Presenter * Enabled — Default. If enabled, allows you to access Presenter
Control without Login Mode without the need to login. Disabling this removes this

function. See: Disable Presenter Mode Access from the Login

Screen for details.
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External SNMP

Default = Enabled. Disabled will prevent you from using an
external MIB browser to view or write parametets.

External SNMPv1
and SNMPv2 Access

Default = Enabled. You can use both SNMP v1/v2, and v3. For
tightest security, set parameter to Disabled and use SNMPv3 only.

External SSH Server

SSH — Secure Shell is a replacement for Telnet. It allows data to
pass between two networked devices using a secure channel. SSH-1
and SSH-2 are supported.

* Disabled - Prevents you from managing the encoder using SSH.
* Enabled - Allows SSH-1 and SSH-2 clients.

* SSH-2 Only — Default.

No Login For Viewer
Files

Default = Enabled. If enabled the encoder will serve a
transmittet's SDP file without requiring a login with username and
password. This allows any device (players, decoders, etc.) to acquire
the SDP file directly from the encoder. If disabled you may need to
provide another method for delivering the SDP file to the receiving
device, such as copying the file to another server.

Remote Support Poll

Default = Disabled. The default enables continuous polling
through the firewall. If desired, you can enable polling only when
you need to establish a remote connection. This will not reboot the
encoder. Remote Support Polling enables a unique built-in
mechanism that allows Vbrick Support Services to help configure
or troubleshoot an encoder—even if it's behind a firewall. When
this feature is enabled (and you provide the user name and
password), Support Services can establish a secure, tunneled
connection to the VBAdmin interface of the encoder.

RTSP Server Port

Default = 554. Sets the RTSP server port.

VBAdmin Server Port

Specifies the listener port for management and HTTP connections.
Default = 80. When the remote VBAdmin user (client) specifies
the http syntax, the port value is generally omitted. Typically port
80 is the default value used by browsers. As a matter of
consistency, the encoder default VBAdmin Server Port value is also
defaulted to 80. To access a different HTTP port, the remote
VBAdmin client user would specify the URL as follows: http://
IPaddress:port where 1Paddress = encoder IP address or
hostname, and port. This feature is often useful for a system where
HTTP is used to traverse firewalls. The VBAdmin server port is
moved to another location (for example 8080) and the HTTP
Tunneling port is set to 80.

Secure VBAdmin

Server Port

Specifies the listener port for management and HTTPS
connections. Default = 443. When the remote VBAdmin user
(client) specifies the HTTPS syntax, the port value is generally
omitted. Typically port 443 is the default value used by browsers.
As a matter of consistency, the encoder default Secure VBAdmin
Server Port value is also defaulted to 443. To access a different
HTTPS port, the remote VBAdmin client user would specify the
URL as follows: https://1Paddress:port where IPaddress =
encoder IP address or hostname, and port.
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Description

H.264 Tunneling Port | Sets the port to be used to serve tunneled H.264 HTTP streams.
Default is 8080 but if you ate streaming HT'TP directly from a
Vbrick via the Internet, it is common practice to change this to 80
and to set the VBAdmin server port to something other than 80.

Note: If you are working with a Presenter encoder, your interface or
functionality may differ slightly for this section with the ability to disable

Presenter Mode access. See the topic on Disable Presenter Mode Access

from the Login Screen if you need more information.

Improving Security

You can improve security by (1) blocking unauthorized attempts to login and access a device
and (2) by reducing exposure to malicious software attacks. The most common vulnerability
is related to user accounts and passwords. After a successful installation, you should
immediately change the default passwords. Many attacks come from within an organization
and this helps to minimize the risk. The VBAdmin login is generally secure since it utilizes
encryption techniques to hide usernames and passwords from network spyware.

Malicious software sometimes covertly attaches itself to unsuspecting devices. These
programs are generally designed to compromise personal information or to create system
havoc. Since the Vbrick encoder uses an industrial-grade, embedded operating system, it is
less susceptible to malicious software and unlikely to be a target of programs designed to
attack PC-based systems like Microsoft, Linux, and others. However, you can still take
additional steps to minimize risk. Vbrick tries to make installation as simple and quick
installation and many features are automatically enabled by default even though you may not
need them. You can selectively disable unneeded features to reduce vulnerability. Another
common problem is Denial of Service (DoS) attacks. A DoS sends floods of packets to an
unsuspecting remote system in an attempt to disrupt or stop normal operation. These
unsuspecting remote systems are typically discovered using ICMP or Ping. It is standard
industry practice to block all ICMP and Ping requests from off-net foreign hosts. This is
typically done in a centralized location using router/firewall technology which is more
successful and cost effective than resolving the issue at each host.

Security Feature  Support Level

SSH v1.2

SSH-2 v2.x

HTTPS TLS v1.0 (SSL replacement)

Security Keys RSA/DSA algorithms generating 2048-bit security keys. See: Upload
and Install a Certificate Authority (CA) Certificate and Keys

SSL Certificates

V¥ To access the SSL Certificate fields:

1. Navigate to System Configuration > Advanced Configurations > SSL Certificates.

2. Click the Edit button to generate a new certificate request.
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Encoder Configuration --> SSL Certificates -

Installed SSL Certificate/SSH Security Keys Status Valid Keys
CSR Generation Status No CSR Found
Certificate Upload/Install Status No Uploaded SSL certificates

Note: You must be in Edit mode to generate a new SSL
Certificate request. In non-edit mode, displayed above, the SSL

Certificates page will display the current status of a previously
installed certificate or lack thereof on the 9000.

Verify the Currently Installed Certificate and Generate a Self-Signed Certificate

Generate a Certificate Signing Request (CSR) to Use with a Certificate Authority (CA)

Upload and Install a Certificate Authority (CA) Certificate and Keys

Verify the Currently Installed Certificate and Generate a
Self-Signed Certificate

Notice in the image below that the Currently Installed Certificate is detailed at the top of the
form once the Edit button is clicked. This ensures the admin that the correct certificate has
been installed and also contains security key information and encoded certificate
information.

The status string indicates if the certificate is valid and also if a system reset needs to be
performed before the certificate is to take effect.

Currently Installed Certificate

Generate Self-signed SSL Certificate/SSH Security Keys ' Generate |

SSL Certificate/SSH Security Keys Status Valid Keys

SSL Certificate Verify Status String self signed certificate

lCertificate: Al
Data:

Version: 3 (0x2)
Serial Number:
ed:32:bf:2e:4d:2f:6e: %
Signature Algorithm: shalWithRSAFncryption
Issuer: C=US, O=VBrick Systems, Inc., CN=MAC0007df00dcb0

Validity
Not Before: May 7 17:01:07 2014 GMT
Not After : Sep 22 17:01:07 2041 GMT v

Subject: C=US, 0O=VBrick Systems, Inc., CN=MAC0007df£00dcb0

Click the Generate button to generate a new self-signed certificate and RSA/DSA keys. Key
generation is CPU-intensive and should only be performed when the encoder is idle. It will
take 3—5 minutes if the encoder is idle (or much longer if the encoder is in use).

Keep in mind:
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* Installing a self-signed certificate will overwrite any trusted certificate and associated
keys that may be currently installed.

*  The SSL Certificate/SSH Security Keys Status field reflects the status of the currently
installed certificates/keys and updates when the Generate button is pressed, at boot time,
and when the Install button is pressed in the Upload and Install a Certificate Authority
(CA) Certificate and Keys section. The following status states may be reflected in this
field:

a. Valid Keys: The installed SSL certificate and keys are valid and have passed Vbrick
and openSSL verification.

b. Missing Keys: There are no RSA and/or DSA keys present in the SSL install
directory.

c. Generating Keys: The firmware is actively generating the keys or self-signed
certificate.

d. Reboot Required: The 9000 requires a reboot before the installed certificate, either
trusted or self-signed, will take effect.

e. SSL CertInvalid: The installed certificate has failed Vbrick and openSSL verification.

Tip: Vbrick verification means that the configured 9000 host

name is valid for the installed SSL certificate.

* The SSL Certificate Verify Status String field represents error strings returned by the
openSSL verify command. Please see openSSI. documentation for specific error code

meanings. This field is updated during the same conditions as the previous field.

*  The 9000 will automatically generate a self-signed certificate and security keys if it
detects that no certificate is currently installed. As a result, the Generate button need
never be pressed unless the admin specifically wants to override the existing certificate.

SSI. Certificates
Generate a Certificate Signing Request (CSR) to Use with a Certificate Authority (CA

Upload and Install a Certificate Authority (CA) Certificate and Keys

Generate a Certificate Signing Request (CSR) to Use with a
Certificate Authority (CA)

If an organization elects to use a certificate from an authority, a PEM formatted certificate
from the authority is necessaty. This section will generate the Certificate Signing Request
(CSR) which may be downloaded and given to the Certificate Authority (CA) to then request
a trusted SSL certificate.
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V¥ The process for obtaining a CA trusted SSL certificate is:

1. Generate a CSR by completing the fields in the Certificate Signing Request (CSR) section
of the SSL Certificates form, described below. (You must click the Edit button for these

fields to be visible.)

Country

Information only. Country of certificate holder. Default value is

US.

State (or Province)

Information only. State or Province of certificate holder. Default
value is Connecticut.

City Information only. City of certificate holder. Referred to as locality
name by openSSL. Default value is Wallingford.

Organization Information only. Company of certificate holder. Default value is
Vbrick Systems, Inc.

Department Information only. Department of certificate holder. Referred to as

Organizational Unit Name (e.g. section) by openSSL. Default value
is Sales.

Fully Qualified Domain
Name

The fully qualified domain named. Referred to as common name
by openSSL. The value of this field must match the host name of
the 9000 plus the domain in which the 9000 will reside. The
address must also be publicly verifiable. As of 11/1/2015,

certificates will not be issues to private addresses.

The default address of this field is sales-9000.vbrick.com where
"sales-9000" represents the host name of the 9000 and vbrick.com
is the domain where the 9000 will operate.

Contact Email Address

Information only. Email address of the certificate holder. Default
is sales@vbrick.com

Generate CSR File

Click the Generate button once all fields above are complete and
correct. This generates the CSR and its associated private key; both
will stored on the 9000 for later use.

Note: Only one CSR and associated key may be stored on the 9000
at a time. Pressing this button multiple times will overwrite a
previous request.

CSR Generation Status

The status of the CSR. Status states may be as follows:

* Valid CSR: CSR was generated successfully.

* CSR Private Key Missing: The private RSA key failed to create
when the Generate button was pressed.

* Generating CSR: CSR generation is in progress.

* Validating CSR: The CSR has been generated and is being
validated through openSSL.

* CSRError: There was an error during the generation process.

* No CSR Found: There are no CSRs found in the file system.

CSR File (Click to Save)

If a valid CSR is generated, a hyperlink is created that allows the
admin to open or download the CSR request. Otherwise, this field
will be empty.
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Field Desctiption

Generated CSR Where the generated certificate request text will appear for
verification purposes only. Use the CSR File save link above to
download or save the CSR file to request the actual certificate.

Note: As long as a CSR file is generated, even if it is determined to
be not valid, this text box will contain the human readable version
of it so that it may be validated that the CSR was created with the
appropriate text fields completed.

Thes section will help you create a Certificate Signing Request (CSR) which you can use al a Certificate Authority (CA) to obltain a
trusted SSL centificate for this encoder. You must ensure that the Fully Qualiied Doman Name exactly malches the hostname of this

ancoder plus the domain name of the domain on which this encoder will be located. Once you have created and validated the CSR
you can save it using the lnk provided below. The private key and generated CSR will be saved on this encoder as well. The private
key will be needed when you receve the usted certificale. Only one CSR and associaled key will be saved on thes encoder if you
generate ancther CSR the previously generaled CSR and key will be overwritlen. Once you receive the certificate from your CA the

sachon below will help you nstall that certficate

Country United States v
State (or Province) m
City Wallingford
Organization VBrick Systems, Inc.
Department Sales

Fully Qualified Domain Name sales-9000.vbrick.com
Contact Email Add ! brick.com
Generate CSR File Generate

CSR Generation Status Neo CSR Found

CSR File (click to save)

Generated CSR

No CSR found

SSL Certificates

Verify the Currently Installed Certificate and Generate a Self-Signed Certificate
Upload and Install a Certificate Authority (CA) Certificate and Keys

Upload and Install a Certificate Authority (CA) Certificate
and Keys

If an organization generates a CSR and receives validated certificate files from a CA, the
Upload and Install Certificates and Keys section of the SSL Certificates form easily allows
installation of the granted certificate. The 9000 will accept certificate files and private keys in
PEM format only. If the SSL package received from the CA contains multiple files, they will
need to be combined into a single PEM format file before it may be installed. The
instructions below will facilitate this process.
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Note: In the case of some wildcard certificates, the private key
needs to be prepended to the certificate. It is expected that if
the private key needs to be prepended to the certificate that
this will already have been done before the upload (the 9000

will not perform this step).

Uploading of the private key will oz/y allow the installation of
the private key to the SSL install direction and verification that
they key matches the certificate.

To upload and install a certificate, complete the following steps:

Configure the file(s) you are to upload by selecting File Type. The following file types are

available:

a.

Primary Certificate: The SSL certificate that specifically refers to the protected
domain name (i.e., contains the FQDN as in the example above sales-
9000.vbrick.com). If a wildcard certificate is being uploaded, this should be selected.

Intermediate Certificate: Sometimes referred to as the CA bundle or certificate chain.
If the CA certificate package contains two certificates, more than likely one of the
certificates is the CA bundle. For example, a certificate package received from
GoDaddy.com will contain a Primary Certificate named with a random string of
numbers and letters and will also contain a CA bundle file named similar to
gd_bundle_g2_gl.crt. Another way to distinguish the Intermediate Certificate from
the primary is that the common name of the Primary Certificate will contain a
domain name or set of domain names and the Intermediate Certificate will contain
"Go Daddy Secure Certificate Authority" or something similar.

Root Certificate: Generally speaking, the trusted Root Certificate is what is installed
in the Web browsers and the Intermediate Certificate is distributed with the Primary
Certificate to provide a chain of trust that bridges the gap between the Primary
Certificate setved by a Web server and the trusted root contained in the browser.
However, some CAs will distribute more than two certificates. For example, the CA
DigiCert may respond to a certificate request with three files. The Primary
Certificate named similar to “your domain name.crt”, a file named
“DigiCertCA.crt”, which is the Intermediate Certificate and a file named
“TrustedRoot.crt” which is the trusted Root Certificate. The top most certificate in
the chain is the Root Certificate. It contains the digital signature that identifies a
particular CA. Another way to identify the root certificate is to double click on itin a
Windows environment. This should pop up a dialog box containing several tabs, one
of which is named certification path. If the certification path has only one certificate
in the list that means this is the Root Certificate. If the path contains more than one
entry then it is not the Root Certificate.

Private Key: A private key file can be identified if it is in PEM format by the fact that
it starts with ----- BEGIN RSA PRIVATE KEY-----.

CA Host ID File: Once the CA receives the CSR generated by the 9000, one of the
things that the CA will have to do is verify that the organization requesting the
trusted certificate owns the domain listed in the FQDN described above. There are
several ways that the CA can do this from requesting the organization provide
company validation documents to the CA accessing the "Whois" record for the
organization. One of the methods used to validate the domain is to provide the
requesting organization with a file to upload to its Web server which can be served
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to the CA upon their request. This selection for file type allows the admin to upload
the validation file to the 9000. In general, the CA will allow the server to name the
file whatever it wants and load it in the root directory. The 9000 has some security
restrictions that will not allow it to serve unnamed files from the root directory.
Thus, the admin should inform the CA that when trying to access the ID file it
should use the following format: http(s)://hostname or ip address of 9000/cst/"ID
file name". The 9000 will server this file as an attachment that the CA will be
prompted to choose to open or save. It will not be served as a Web page. Since this
file is strictly for use by the CA, there is not format restriction for this file.

Select a File Format (PEM). As noted, only PEM format may be used at this time.

3. After selecting the file’s attributes, click the Browse button to select the file and then
click the Upload button to perform the upload to the 9000.

Note: As mentioned, if multiple files have been received, the

configuration and upload process may need to be completed
several times before you install the files.

4. Once all file uploads are complete, click the Install button to install the certificate. Select
the Use Private Key Generated With Last CSR checkbox to save the private key associated
with the CSR. If this box is not checked, any private key uploaded during the file upload
process will be used instead. The 9000 will perform any combination of the certificate
files that is necessary. The new combined certificate will be verified to ensure that the
proper host name is populated in the certificate, the private key matches the certificate (if
necessary) and, finally, the openSSL verify command will be performed on the new
certificate. Once validated, the new cert and key will be transferred to the 9000 SSL
install directory and validated once more. The 9000 should then be rebooted to use the
new certificate.

5. Verify the certificate install in the Currently Installed Certificate section at the top of the
form.

6. The Certificate Upload/Install Status ficld is updated throughout the upload and
installation process and at boot time.

7. The Certificate Install Verify Status String ficld is only updated with an error string in
cases where an uploaded certificate fails openSSL verification.

8. If you mistakenly overwrite a certificate, click the Restore button to restore the last
successfully installed certificate files to the upload directory. Once the files have been
restored, the Install button can be clicked to reinstall the certificate. Note that if the
install fails for any reason, the uploaded files will be deleted from the system and the
admin will need to start over with a new upload and install.
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Upload and Install Certificates and Keys

It is recommended that you test HTTPS access to this encoder before configuring External
VBAdmin for HTTPS Only on the Security configuration page.

Install Uploaded Certificate Install ¥ Use Private Key Generated With Last CSR

Certificate Upload/install Status No Uploaded SSL certificates
Certificate Install Verify Status String
Last Uploaded Certificate

Ko Uploaded SSL file found

Configure File Upload:
File Type Primary Certificate hd
File Format PEM v

Upload Certificate or Private Key
Browse... Mo file selected. Upload

Reslore Last Installed Certificate To

Upload Directory Restore

SSI. Certificates

Verify the Currently Installed Certificate and Generate a Self-Signed Certificate

Generate a Certificate Signing Request (CSR) to Use with a Certificate Authority (CA)

¥ To access the Encryption fields:
1. Navigate to System Configuration > Advanced Configurations > Encryption.

End-to-end Advanced Encryption Standard (AES) encryption of audio and video data may
be enabled on the device based on secure key management. Key management includes the
ability to generate, read, and save keys in either 128-bit or 256-bit size. There are 3 steps to
setting up and enabling the encryption process. They are:

*  Define Encoder Key IDs and Key Values (Encoder side)

*  Enable Encryption on a Stream and Choose a Key ID (Encoder side)

*  Define Key IDs and Key Values to Match the Encoder (Decoder side)

As you can see, step one and two take place from the encoder while step three takes place in
the decoder.

¥ Step 1: Define Encoder Key IDs and Key Values

Your first step is to define your Key IDs and Key Values. Use the Encryption interface under
System Configuration > Advanced Configurations to define Key IDs and Key Values. Click
the Edit button to gain edit access to the fields.
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System Configuration --> Advanced Configurations --> Encryption -

Keys
Number of Keys |10 O]
Key||Key ID Key Value | Display Keys |

e e e e e e e e e e e e e e o e e e e e e koo e ww | | CTEETE 128-Bit Key
Create 256-Bit Key

e e e e e e e e e e e e e e o e e e e e e koo e ww | | CTEETE 128-Bit Key
Create 256-Bit Key

Create 128-Bit Key

1 ||StreamiCameraiBack |

2 ||Stream20verheadCam |

3 |[KeyiD3
Key | Create 266-Bit Key
4 |[KeyiD4 |

Create 256-Bit Key

Field Description

Number of Keys Used to set the number of encryption keys you want to create. Up
to 64 keys and associated Key IDs may be configured on each
device.

Key The key number. Created by the system and automatically applied.
Not editable.

Key ID The Key ID ficld is used to create a unique name for each

encryption key you create. This is a string field and is defaulted to
KeyID1, KeyID2, and so forth. However, it is recommended that
you create your own logical names for each key since they are used
to program key association(s) from the encoder to the decoder
along with the Key Value field(s).

Key Value This field contains a generated encryption key value or one you
create yourself. You may display those values by clicking the
Display Keys button. They will change from asterisks (*) to the
hexadecimal values that have been generated or created. Note: You
may enter your own value in this field but it must follow
hexadecimal rules. That is digits 0-9 and characters A-F.

Display Keys Use this button to change the Key Value field from asterisks (*) to
plain text so that the value may be copied and pasted.

Note: Keys may be entered and generated via insecure interfaces
such as HT'TP, telnet, SNMPv1 and SNMP v2 but it is not

advised since these are vulnerable to eavesdropping. Keys should
only be entered and retrieved over a secure interface (HTTPS). If

you choose to proceed with an insecure interface, the device will
allow this but you will be warned with a pop-up message such as

seen below each time you try to modify, view, or save an
encryption key.
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WARNIMG: Your VBAdmin connection is not secure. Key values will be transmitted as plain text and vulnerable to eavesdropping.

Do you want to continue?

MOTE: Use hitps to avoid seeing this message.

[ OK ] ’ Cancel ]

Button Description

Create 128-Bit Key Automatically generates a 128-Bit Hexadecimal key for you and
places the value in the Key Value field.

Create 256-Bit Key Automatically generates a 256-Bit Hexadecimal key for you and
places the value in the Key Value field.

Once you have created your encryption keys, you must enable encryption and point the keys
you just created to various output streams on your encoder. This is accomplished in encoder
configuration.

v Step 2: Enable Encryption on a Stream and Choose a Key ID

As noted, once you have created your encryption keys, you must enable encryption on a
strteam and choose a Key ID. This also takes place in the encoder.

Note: At this time, only RTP transport types may be encrypted.

Streams are managed as part of the Encoder Configuration interface. View the topic on
Streams on page 85 for more details on how to complete this step.

v Step 3: Define Key IDs and Key Values to Match the Encoder

Once you have created your encryption keys and assigned them to your output streams, you
must then define the same Key IDs and Key Values to match the encoder.

This process is accomplished in the exact same manner as used in step one of the encryption
process now on the Decoder Receiver page in that if you select the encrypted program you
defined in step 2 of the encryption process it will automatically decrypt and play it.

View the topic on Receivers for details.

Additional Notes on Encryption

*  Keys will be kept alongside passwords with the same rights and security. Further, they
may be saved and restored after a system reboot but they cannot be XML write restored
or moved to another system with the XML read/write feature. For more details, view the
notes on Read System Configuration.

*  The Dashboard will be updated to display which streams are encrypted along with the
encryption Key ID that has been assigned. In addition, if a Receiver is streaming an
encrypted stream, this will also be noted on the Dashboard along with the Key ID of that
stream.

*  Multiple streams from a single encoder or from multiple encoders may be configured
with the exact same Key ID and associated key. However, it is more secure to assign
unique keys and unique Key IDs per stream on your network. Note that if the keys are
different on two encoders on your network then you must configure the Key IDs to be
unique as well. Further, any decoder that will play any of the streams on your network
must be configured with each unique key and Key ID as well.
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*  Archiving of encrypted streams is not permitted.

* Asnoted, RTP is the only supported streaming protocol that may be encrypted.

*  Closed Captioning is not supported while a stream is encrypted.

*  RTP servers are not allowed with encrypted streams.

*  Enabli