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Lync 2013 Gateway v2.3 Server
Integration Guide

This document explains how to fully integrate the VBrick Lync Streaming Gateway at a
customer site. These steps are written for VBrick Professional Services, VBrick Support
Services, or other designated representatives. These detailed configuration procedures
require a technical professional with networking expertise. They should not be performed by
a customer.

Note All cross-references in this document refer to the corresponding pages in the Lyne
Streaming Gateway Admin Guide.
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Step 1. Attach the VBrick Lync Streaming Gateway Server
Plug the VBrick Lync Streaming Server into your network.
2. Start the server, and log in using the local admin user credentials:
UID: STRGW2008R2\administrator
Password: <Password_ls_Blank>

3. Configure the network settings as needed in your environment.

Step 2. Join the Domain

Note The VBrick Lync Streaming Gateway Server and the Lync Server must be on the
same domain.

1. Join the VBrick Lync Streaming Gateway Server to your domain and reboot it as
necessary.

2. After the reboot, log into the VBrick Lync Streaming Gateway Server as your domain
administrator. It is advised that you change the local admin password for security
purposes.
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Step 3. Obtain Security Certificates

1. Start Certificates MMC snap-in by going to the Start Menu, choosing Run, and typing
From Start menu, choose Run, type mmc and press "enter"

3. When the empty Consolel window opens, choose File > Add/Remove Snap-in.
When the Add/Remove Snap-in window opens, choose Certificates and click Add.

Add or Remove Snap-ins g _5]
You can select snap-ins for this console from those avaiable on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:
| Snap-n | vendor - [ Console Root Edit Extensions. .
=] ActiveX Control Microsoft Cor...
4J Authorization Manager Microsoft Cor... REMOVE

Microsoft Cor...

%Commurica!or Web ... Microsoft Cor... Meve Up
%.Component Services  Microsoft Cor,.. ™

Move Down

[ N
A Computer Managem... Microsoft Cor...
B Device Manager Microsoft Cor. .. Add > |
=4 Disk Management Microsoft and...
{8]event viewer Microsoft Cor...
“|Folder Micrasoft Cor. ..
\=/ Group Policy Object ... Microsoft Cor...
8,1 Security Monitor  Microsoft Cor....

.SIP Security Policy Ma... Microsoft Cor... o

|Lirk to Web Address _ Microsoft Cor... X —I
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

.

5. When the Certificates snap-in window opens, check the Computer account radio-button,
and then press the Next button:

of snap-ins. For

This snap-n will always manage cerficates for:

i it
MMy user accou Edit Extensions. .. |

" Service account

i+ C,‘[%muter account HEMDYE |

Maowve g |
[Mowve Dawn |

Advanced... |

r a computer.

< Back Next > Cancel |

0K | Cancel |

6. When the Select Computer window opens choose Local computer and press the Finish
button:
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move Sn; 3
Computer 3 il
' of snap-ins. For

Select the computer you want this snap-in to manage.

This srap-in will always manage: o — |

% Local computer: {the computer this console 1 running on)

Renave |
£~ Another computer: | Drovse... |

™ Aluw the selecied compuler Lo be changed when launching om the conmand line. This Mave Up |
only apples if you savethe console.
e Mnwn |

Advened, . |
< Back I %ish I Carcel | m

oK | Cancel |

Click the Finish, Close and OK buttons as you return to the MMC intetface.

On the MMC screen, expand "Certificates (local computer)" > "Trusted Root Certificate
Authorities." Click on the "Certificates" sub category under "Trusted Root Certificate
Authorities."

9. Verify that there is a certificate issued by this domain's Certificate Authority.

_?_5' Consolel - [Console Root\Certificates (Local Computer)\Trusted Rook Certification
i@ Fle Action View Favorites Window Help
o 7m0 RE = BIE
| Console Root IssuedTo = | Issued By | Expirati
&1 Gl Certificates (Local Computer) [z Class 3 Public Primary Certification... Class 3 Public Primary Certification A... 8/1/202
® [ Personal s | Eglctass 3 Public Primary Certification... Class 3 Public Primary Certificaion A...  1/7/20C
& [ Trusted Root Certification Authori | (=] copyright () 1997 Microsoft Corp.  Capyright (<) 1997 Microsoft Corp. 12/30/1
_ ] (Certificates 4 GTE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2¢
ol — fn”;n“e:z“:‘ Scation Authori | 2 MT0SOft Authenticode(sm) Root .., Microsoft Authenticode(tm) Root Au...  12/31/1
LR e Pk ertifcation Authart | = scrosoft Root Authority Microsoft Root Authority 12/31z
@ O U:"":m edwch:bﬁc.'e ‘am [plMicrosoft Root Certificate Authority Microsoft Root Certificate Authority  5/9/20:
& [E) Third-Party Root Certification Autl| EWNO LIIL!T\' Ac, Qa7V... LABLITY AE. ()97 Veri... 7c
& B Trusted ! ipha A Beankoiiacy CA i .'.-.'
@ (5] Remote Desktop gl Thawte Timestamping CA Thawte Timestamping CA 12/31:
@ [ Certificate Enroliment Requests
® [ Smart Card Trusted Roots
q | sl | 2
Rioot Certification Authorities store contains 10 certificates. v, [

10. If there is no certificate issued by this domains CA then you must obtain one and
import it. Contact your administrator for assistance.

11. On the MMC screen, expand "Certificates (local computer)" > "Personal."

12. Right click on "Personal" and from the menu go to "All Tasks" > "Request New
Certificate."
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13. You should be presented with the following screens. From the "Before You Begin"

screen click Next.

Consalel - [Console Root\Certificates omlc = !,i,

Fle Acon View Favortes Window Help | =ls1x]
! S| 2mlo e im |
BT ot oot S mx——
= 5l Certific ] Certificate Enrollment hal =

B L] Per

B [ T pre Actions

-] Before You Begin

B O ent

® [ Ink The following steps will help you install certificates, which are digital credentials used to connect to vireless networks,

B 5 T protect content, establish identity, and do other security-related tasks.

ﬁ —::: Before requesting a certificate, verify the following:

S-S

B ] Tru Your computer is connected to the network

® [ Rer YYou are logged onto the domain for your organization

B L Car

B [ Smi

Learn more about digital certficates

[k Eowin]

4| | sl

| »|

14. The next step is to select the desired Certificate Template. Please note the selected
certificate must have both Server Authentication and Client Authentication. The

preferred template to use is the "Web Servetr" template. The "Computer template can

also be used if it supports the required authentication. If you are unsure of which

template to use, please contact VBrick Support Services for assistance. Check the box

next to the desired template and click Next.

15. If prompted for Enrolment Policy click Next.

= Console1 - [Console Root\Certificates {Local Computer)\Personal] Il =12l x
& Fle Acton View Favorites Window Help | =8 x|
s 2miolc=
BT P Cetiatecorolment ol
& Gl certific || Certificate Enrollment nal -
® ] Per
35T freactions
| Request Certificates
@ ] Ent
@ = It ‘fou can request the following types of certificates. Select the certificates you want to request, and then diick Enroll.
B L Tru
B L] Unt [V Computer i STATUS: Available Detais (¥}
@ [ The

EEEEE
[P]S
o
1]

™ show all templates
Learn more about certificate types
[ewa | _co |
4 | L | K1 |
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16. Upon enrolling, the system should obtain a new "Personal Certificate" from the CA. If
successful, click Finish. Verify that the certificate is available by navigating through the
certificate folder structure to "Certificates (local computer)" > "Personal" >
"Certificates."

Console Root\Certificates (Local Computer)\Personal\Certificates]
l@ Fle Acton View Favorites Window Help
e m| &L XRE (-
" Console Root Issued To =
3] ﬂ Certificates (Local Computer)
= | Personal
_| Certificates
= ] Trusted Root Certification Authori
~| Certificates
[+ | Enterprise Trust
@ [ Intermediate Certification Authori
® [7] Trusted Publishers
# [ Untrusted Certificates
[# || Third-Party Root Certification Aut
# | Trusted People
@ [ Remote Desktop %
@ (] Certificate Enroliment Requests
@ (7] Smart Card Trusted Roots
4| | x4l | i
[Personal store contains 1 certificate.

17. Double click the new certificate to open it.

18. Take note of both the Issued By and the Issued To values as you will need them later

steps.

19. Click on the "Details" tab of the certificate and scroll all the way to the bottom where

you should see the "Thumbprint" value. You will need this value in a later step. Copy and

paste it to the clipboard and remove any leading or trailing characters.

Genzral |De3lls | certficaton path |

2 Certificate Information

This certificate is intanded for the following pur, (sk

* Provas your identity to a rermb;:compubsr
» Ensires the icendty of a ramate conputer

Issued tos  vbridi-ccsgw. acsalpha vbrick.cem
Issued byv: ocsapha-0CS-DC-CA

Valid from 3,/7/2010 to 3/7/2011

You have a private key tat correspends to this certficate,

LssUer ShatEment |

Learn more about certificates
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20. Click "OK" to close the certificate.
21. Right click on the new certificate and select "All Tasks" > "Manage Private Keys."
22. Click the "Add" button on the permissions window that appears.

23. In the "Select Users, Computers, or Groups" window, enter "<Your Domain
Name>\lyncvbservice" in the "Enter the object names to select field" and click "Check
Names."

24. Your "lyncvbservice" user should resolve and display the complete domain name.

25. Click "OK" and you will go back to the window displaying all users with access to this
certificate. "lyncvbservice" should now be in that list with full control and read
permissions.

26. Click "OK" to close the window.
27. 1f prompted to save the mmc window, click "No."

28. You are now done with the certificate steps.

Step 4. Update VBrick Lync Streaming Gateway Services
to Use Domain User
The VBrick Lync Streaming Gateway Server’s services need to be configured to use the

“lyncvbservice” user created in "Create the Required Active Directory User" as explained
in the Admin Guide.

¥ To configure services to use the "lyncvbservice" user:

Log into the VBrick Lync Streaming Gateway Server as the domain administrator.

2. From the "Start" menu on the VBrick Lync Streaming Gateway Setver, right click
"Computet" and select "Manage."

6 © 2014 VBrick Systems, Inc.
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E,_ Server Manager

Fla  Action Wiew Help
L A sl ENENENN - | GO
e
= 3.' Roles
[ g5 Features
B ’ Diagnostics
= G} Configuration ¥Brick OCS Video Buddy BOT Service Name = | Description | status | Startup Tyy 4|
& (F) Task Scheduler )Software Licensing  Enablesth...  Started Automatic
& i Windows Firewall with Adve | Stop the service ) Special Administrati...  Aoves adm... Manusl
b = Restart the service o " N .
‘L) Services “5LS50P Discovery Discovers ... Disabled
& WMI Control (£ Superfetch Maintains a... Disabled
[ P Local Users and Groups Description: £}y System Event Notifi... Moritorss..,  Started Autormatic
# {3 storage WBrick OCS Video Buddy EOT Service 1€, Task Scheduler Enablesa... Started Automatic
'{IJ-,TCP,GIP MetBIOS He... Providess... Started Autornatic
;{");'I'elephony Provides T...  Started Manual
K:J:'I'enninal Services Alows user.,,  Started Automaktic
£ Terminal Services ... Terminal5... Started  Manual
l&"; Terminal Services U.., Allows the .., Started Manual
-;": Themes Provides u.., Disabled
5) Thread Ordering Se... Provides or.., Manual
0}, TPM Base Services  Enables ac... Automatic 1
CLUPHP Device Host  Allows LPn... Disabled
Gk User Profile Service  This servic...  Started Automatic
b vErick OCS vid BOT Service ornakic
) 5 B... Synchroniz...
(£} Virtual Disk Provides m... Marwal
-.Q;Volune Shadow Copy  Manages a... Manual
-S:J:Wirdms Audio Manages a... Manual
{;J:Windcms Audio End... Manages a... Manual
'{")-,Windms CardSpace  Secursly e... Manual
(S Windows Color Sys... The WesPl... Manusl
{"'J_-Windows Driver Fo... Manages u... Manual
l&",-“-'irdows Error Rep... Alows erro..,  Started Automakic
3.‘:';Wir\dows Event Coll.,, This servic.., Manual
-.’);Wirdms Eventlog  This servic.., Started Autornatic
£ windows Firewal windows Fi.., Started  Automatic
{;J:Windcms Installer Adds, modi..., Manual
'{");Windms Managem... Providesa... Started Automatic
4 | _’IJ
4] | |\ Extended / Standard /
[
3. Right click on the "VBrick Lync Video Buddy Bot Service" and select Properties.
4. Select the "Logon" tab.
5. Enter the appropriate Username and Password for the "lyncvbservice" user which was

created in Section 1.a. Make sure you enter the user name with the cotrect domain name,
for example "lyncvbservice@lyncdev.vbrick.com" if your domain were
"lyncdev.vbrick.com”

VBrick OCS Video Buddy BOT Service Properties (VB
‘Generel LogOn | Hecoveq{l Dependencies I
Log on as:
" Local System accourt

I™ Ao servics ba interact with desklop

% Thiz account: Iu:svbsenrice@ocsdeu.\rbrick.c Jrowse... |

Passworc: Iloooooooooooooo

Corfim p | i

Help me corrigure user accourt log on options.
You can enable or cisable this service forthe hardware profiles isted below:

Harware Profile: Service [
Uncocked Profile Enabled
Troubleshooiing using hardware profiles. Exable | Disable |

oK | Cancel | seok |
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6.
7.

Select "OK."
Repeat this same process for the "VBrick Lync Video Buddy VEMS Interface Service."

Step 5. Create a New Trusted Application Pool and

Application

The purpose of this section is to create a Trusted Application pool and a Trusted Application
associated to that pool.

v

1.

To create a Trusted Application Pool and Application:

On the Lync server, open the Lync Server Management Shell (Program Files > Microsoft
Lync Server 2010 > Lync Server Management Shell).

Run the command: get-CsSite

This command will provide information about the Lync site.

4.

5.

=10/ %]

-con,. UserD
-3

erssidninistrator UBLYNC:

Note the Siteld, Pools and Registrar. The pool and registrar could normally be the same

(usually the name of the pool itself). In the case of a Lync Standard Edition, it could be

the FQDN of the Front End server itself. If there are multiple sites and/or multiple

pools, identify the correct site/pool to use as follows:

a. Check the VBrick Streaming Gateway Pre-Installation Form. The desired site/pool
should have been specified in the Q&A section.

b. Ask the customer's Lync Administrator which site/pool should be used.

c. Open the Lync Server Management Shell. Run the command Get-CsService -
Registrar. Note the site and pool.

Run the following command:

New-CsTrustedApplicationPool -ldentity <Your application server/GWY FQDN> -
Registrar <FQDN of pool or front end as seen from get-cssite command> -Site
<SitelD from get-cssite command>



6. Run the following command:

New-CsTrustedApplication -Applicationld lyncvideobuddy
TrustedApplicationPoolFqdn <Your application/GWY server FQDN> -Port 6050

UBLYN ! rustedApplication —ApplicationID lyncui
i cationPoo ) . >.com —Port GE
The following changes or the operation to he
opology must still jes to take effect.
ation:lyncvideobuddy
w.uhlyn omflync.
JyKu1¥B_wil-Zkn

c.conBPlync.com;gruu;opague
(wlYB_wl-Z T5ilAAA

C onld . tion:lync
lipplicationPoolFgdn lync.con

cationMame videobuddy

s C:

7. Run the command: Enable-CsTopology

—lo] x|

& Administrator: Lync Server Management Shell

Enabhle—( opo logy

8. Run the command: Get-CsTrustedApplication

9. Run the command: Get-CsTrustedApplicationPool

These commands should list the Application pool and Application you created in the above

SthS:




{5 Administrator: Lync Server Management Shedl
P! s Admin rator.l H Get-CezTrustedApplication

tity
mputerGruns

ionPoolFgdn

pplicationMame : lyncvideobuddy

Adainistrator.UBLYNC>

True
True
Fa

fipplicationPool

trator . UBLYN

Step 6. Configuring the VB Bot Service
This topic explains how to edit the VB BOT Service config file to match the required data for
your domain. See the Admin Guide for a list of all configurable parameters.
¥ To configure the VB Bot Service:

1. Obtain the FQDN of the VEMS Server.
a. Loginto the VEMS server desktop.
b. Open the Start menu on the VEMS.

o

Right click on "My Computet" and select "Properties."
Take note of the "Full computer name." This is your FQDN.

o
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System |- [O] x]
C ) C} 7B - Control Panel ~ System > & [searcn 2
File Edit View Took Help
Tasks ¥iew basic information about your computer
€ Device Manager ‘Windows edition
i Remote settings Windows Server® Web
) Advanced system settings Copyright © 2007 Micrasoft Corporation. Al right%served.
Service Pack 2
——
System
Processor: Intel(R) ¥eon(R) CPU ESS20 @ 2.27GHz  2.26 GHz
Memaory (RAM): 1.00 GB
System type: 32-bit Operating System
Compuker name, domain, and workgroup settings
Computer name: YEMS iChange settings
Full compister name: VEMS, ocsdev.vbrick.com
Computer description;
Domain: ocsdew . vbrick.com
Windows activation
Windows is activated ask for . -
See also Product ID: 55041-199-0479233-76523  Change product key ga’ggzﬂﬁ
‘Windows Update software
Learn more online. ..

2.
a.
C.
Lync Gateway Server Integration Guide

Obtain the FQDN of the VBrick Lync Streaming Gateway

Log into the VBrick Lync Streaming Gateway server desktop.
Open the Start menu on the VEMS.

Right click on "My Computet" and select "Properties"

Take note of the "Full computer name." This is your FQDN.



T g
v'r’r'\ e T

.2 [ ~ Control Panel ~ System v & [seorch ¥
Fle Edit View Tools Help

Tasks View basic information about your computer @
N Devics Moo Windows editon
@ Remote settings Windows Server® Standard
'fl Advanced system settings Copyright © 2007 Microsoft Corporation. Al rights reserved.
Service Pack 2
System
Processor: Intel(R) Xeon(R) CPU E5620 @ 2.40GHz 2.39 GHz
Memory (RAM): 2.00GB
System type: 64-bit Operating System

Computer name, domain, and workgroup settings

Computer name: vbrick-ocsgw 'r:“Change settings

Full computer name: vbrick-ocsgw.ocsalpha. vbrick.com

Computer description:

Domain: ocsalpha. vbrick.com

Windows activation
See also Windows is activated ask for . J
Windows Update Product ID: 55041-222-1807874-76758  Change product key gsnﬂgwf? :
software

Learn more online...

3. Navigate to the location where the VB Bot Service was installed. By default it should be
"C:/Program Files/VBrick/VBrick VB Bot Service/."

4. Open the file "VBBOTService.exe.config" in Notepad. This is the VB Bot Service
configuration file. Once opened, modify the areas in black and red (below) to match the
required data for your domain. You will need the "Issued by" and "Issued to" and
"Thumbprint" information from the personal security certificate obtained in Step 18 on
page 5.

<?xml version="1.0"?>

<configuration>

<configSections>

<sectionGroup name="applicationSettings"
type=""System.Configuration.ApplicationSettingsGroup, System, Version=2.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" >

<section name="VBrick.0OCSVideoBuddy.VBBOTService.Properties.Settings"
type=""System.Configuration.ClientSettingsSection, System, Version=2.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" requirePermission="false" />

</sectionGroup>

</configSections>

<appSettings>
<add key="'LoggingLevel' value="5" />
<add key="LogFile" value="vbbot_service_log" />
<add key="LogDirectory" value="C:/ProgrambData/VBrick/" />
<add key="MaxLogFileSize" value="5" />
<add key="MaxLogFiles" value="10" />
<add key="ProcessChannellIntervallnMinutes" value="1" />
<add key=""NewEndPointEstDelaylnMinutes" value="1" />
<add key="UCReestablishDelaylInMinutes"™ value="1" />
<add key="VB_VIDEO_PLAY_MESSAGE" value="play" />

<add key="VB5.x_PLAYER_PAGE" value="http://vems.vblync.com/0CS/
OCSLaunch.aspx?ocsusersip=%0CS-USER-SIP%&amp;ocsvbsip=%0CS-VB-SIP%" />

© 2014 VBrick Systems, Inc.
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<add key="VB_MYSTRO_PLAYER_PAGE" value="http://maduro/vemsweb/
MSUCEmbed . html?contentID=%VEMS6.0-CONTENT-1D%"" />

<add key="VideoBuddySource" value="mystro* />

<add key="SIPDomainForVBContacts" value="lync.com" />

<add key="lsVBContactAutomaton” value="false" />

<add key="VBAutomatonContactStatusMessage'™ value="Video" />
<add key="XMLLocation" value="" />

<add key="EncodeSpecialCharacters" value="[ ][-20], [#]1[-23]" />

<add key="VBApplicationGUID" value="{DEDE2D07-5E2B-4COB-B80B-
DECAB0E11930}" /> </appSettings>

<applicationSettings>
<VBrick.OCSVideoBuddy.VBBOTService.Properties.Settings>
<setting name="ApplicationName" serializeAs="String">
<value>LyncVideoBuddy</value>
</setting>
<setting name="Certificatelssuer" serializeAs="String">
<value><INSERT “ISSUED BY” VALUE FROM Step 18 on page 5 HERE></value>
</setting>
<setting name="CertificatelssuedTo" serializeAs="String">
<value> <INSERT “ISSUED TO” VALUE FROM Step 18 on page 5 HERE></value>
</setting>
<setting name="CertThumbprint" serializeAs="String">
<value><INSERT “Thumbprint” VALUE FROM Step 18 on page 5 HERE></value>
</setting>
</VBrick.0OCSVideoBuddy.VBBOTService.Properties.Settings>
</applicationSettings>
<system.serviceModel>

<services>
<!-- This section is optional with the new configuration model
introduced in _NET Framework 4. -->

<service name="VBrick.0OCSVideoBuddy.VBBOTService.OCSInterface"
behaviorConfiguration="0CSInterfaceBehavior'>

<host>
<baseAddresses>

<add baseAddress="http://localhost:8000/0CSInterfaceWCFService/
service'/>

</baseAddresses>
</host>

<I-- this endpoint is exposed at the base address provided by host: http://
localhost:8000/0CSInterfaceWCFService/service -->

<endpoint address=""" binding="wsHttpBinding"
contract="VBrick.0CSVideoBuddy.VBBOTService.l10CSInterfaceWCFService" />

<I-- the mex endpoint is exposed at http://localhost:8000/
ServiceModelSamples/service/mex -->

<endpoint address="mex" binding="mexHttpBinding"
contract="IMetadataExchange" />

</service>
</services>
<behaviors>
<serviceBehaviors>
<behavior name='"0CSInterfaceBehavior'>
<serviceMetadata httpGetEnabled=""true"/>
<serviceDebug includeExceptionDetaillnFaults="true"/>
</behavior>
</serviceBehaviors>
</behaviors>
</system.serviceModel>

Lync Gateway Server Integration Guide 1
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</configuration>

5. Save and close the configuration file.

6. From the Start menu, launch the VBrick Video Buddy Configuration Tool.

7.  When the tool launches, click the browse button and navigate to the configuration file
from Step 4 on page 12 which you just saved and closed (C:/Program Files/VBrick/
VBrick VB Bot Service/VBBotService.exe.config). Open this file in the configuration
tool.

8. Depending on where the Video Buddy definitions are retrieved from, set the
VideoBuddySource to: MYSTRO or XML.

9.  Modify to reflect the correct player page:

a. For VEMS Mystro, set the VB_MYSTRO_Player_Page to reflect the FQDN of the
VEMS Mystro server.
b. For XML, modify the XMLLocation to reference the location of the .xml definition

file.
EDCS Video Buddy Configuration Editor E I ] 3|
Fie Help
IC'-ngmm Files\\Brick\VBrick VB BOT Service\VBBOT Service exe config Browse
Key ¢ | Value
~ |lsVEContactAutomaton true
P |LogDrectoy C:/Program Data/VBrick/|
LogFie vbbot_service_log
Logginglevel 5
L MaxLogFiles 10
MaxLogFileSize 5
NewEndPointEst DelayinMinutes 1
ProcessChannelintervalinMinutes |1
L VB_OCS_PLAYER_PAGE https://10.0.10.9/0C5/0CSLaunch aspx Tocsusersip=0CS-USER-SIP %8ocsvbsip=
VB_VIDEO_PLAY_MESSAGE play
VBAutomatonContact StatusMessa__. | Video
*
S
save | Bx | Aoa |

10. Save and close the configuration tool.

Configuring Video Buddies

When configuring the VB Bot Service and the VB VEMS Interface Service you will need to
specify where your Video Buddies are defined using the VideoBuddySource parameter. If your
Video Buddies are sourced from a VEMS server, you simply need to enter Mystro. In addition
you can also define your Video Buddies in an .xml file. If using an .xml file, you can create the
file manually (see example below) or you can use the template which is located in: C:\Program
Files\VBrick\templates\template.xml. When done, the XMLLocation will point to the
location where this file is saved. If you are only defining your Video Buddies in .xml, set the
VideoBuddySource patrameter to "xml".

Creating a Video Buddy .xml File
¥ To create and use an .xml file for Video Buddy definitions:

1. Create a text file in Notepad or a similar editor or simply copy/edit the template. See
sample file below.

2. Create a separate entry for each Video Buddy and save the file in a known location that
can be reached by the server—either local or remote.
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3. Specify the complete path to this location in the XMLLocation key in the VB VEMS
Interface Service (see Step 7. Configuring the VB VEMS Interface Service on page 18).

Sample . XML File

<VideoBuddies>
<VideoBuddy>
<Number>36</Number>
<Name>RemoteXML</Name>
<Program>Remote XML Test</Program>
<Active>YES</Active>
<Status>UP</Status>
<automaton>NO</automaton>
<URL>http://vbosstv.com/wpa/ocs.html</URL>
</VideoBuddy>
</VideoBuddies>

Parameter Description

Number Unique channel number.

Name Name of Video Buddy.

Program Current program, e.g. "Larry King Live."
Active Yes = Video Buddy exists.

No = Video Buddy does not exist.

Status Up = video stream is up.
Down = video stream is down.

automaton Yes = Video Buddy presence will not change.
No = Video Buddy presence will change when changed in XML file.

URL Fully qualified URL to a web page with a video player.

Configuring Presence Options

In a standard Lync Streaming Gateway installation, Video Buddy presence icons are used to
indicate the availability of a stream. However due to certain constraints in the Microsoft Lync
Server, yon may need to change this defanlt behavior if more than 600 concurrent users are likely to
have the same Video Buddy on their desktop. There are three configurable behaviors (see

Table 1) associated with Video Buddy presence icons: in the dynamic (default) scenario, the
presence icons change color according to the status of the stream (available or offline) and
each stream will have a unique title. In the s#atic scenario, the presence icons are always green
and each stream will always have the same title. In the mixed scenario, some icons change
color according to the status of the stream and some are always green.

Note In the dynamic (default) scenario, the presence icons change color according to the
stream status (available or offline) and each stream has a unique title. If you wish to
change this behavior you should do so in advance, before rolling out the Video Buddy
functionality for users.

Lync Gateway Server Integration Guide 15



What's happening today?
Mary lones

Hwailable *

Set Your Location =

[ ] L=

e "

Find someane L
GROUPS | STATUS | RELATIOMEHIPS | MEW &

4 Video Buddies (2/2)
DEMO-Advert - fvailable

WBrick ¥Wideo - Available

4 Human Resources

Susan Anderson - Awailable

4 Zales (0/1)
Robert Smith - Offline 5 days

I Developers (0/2)
I Other Contacts (040}

4 Favorites

Figure 1. Video Buddy Presence Icon

Table 1. Presence Icon Behavior

Option Description

Dynamic Presence | Default behavior (less than 600 users). The presence icons change color
depending on the availability of the stream. The stream title is different for
each stream and is configured in VEMS. See "Adding Gateway Streams.

@ (green) — Available (or current program title)

@ (orange) — Offline

Static Presence Modified Behavior (more than 600 users). The presence icons are always
green. The stream title is the same for all streams and is configured in the
Lync Gateway server. See "Step 6. Configuring the VB Bot Service" on
page 10.

@ (green) — Available

Mixed Presence A configuration setting is used to determine on a per-stream basis whether
or not the presence behavior is "static" or "dynamic." In this scenario, the
"IsVBContactAutomaton" must be set to "no." For each stream, the value
of the custom field in VEMS Mystro (as specified in the VEMS Mystro
Interface Service) is checked. If the custom field is "yes," then the stream
will exhibit static behavior. If the custom field is not "yes," the stream will
exhibit dynamic behavior. If no custom field is defined, all streams will
exchibit dynamic bebavior. Note that if XML is used instead of VEMS
Mystro, the XML attribute "Automaton" is used to specify the per-stream
behavior.

As noted, the default behavior shown in Table 1 is configured by default. If you expect to
have less than 600 concurrent users with the same Video Buddy on their desktop, no further
action is required and you are good to go. If however you expect to have more than 600 users
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with the same Video Buddy you will need to modify two parameters in the VB Bot Service as

explained below.

Note If you have more that 600 concurrent users and use the default configuration, you may

get Presence unknown messages and/or other unpredictable or erratic behavior.

> -«

To modify the VB Bot Service:

Go to the Start menu and launch the VBrick Video Buddy Configuration Tool.
Open the VBBOTService.exe.config file.
Find the IsVBContactAutomaton parameter and change the value to True.

Find the VBAutomatonContactStatusMessage parameter and enter the title (default =

Video) that will be displayed for all streams.

5. Set the SIPDomainForVBContacts to the SIP domain used by the customer. The SIP
domain is the domain associated with the end user's login address. For example, if the

user logs in as hatry.potter@lync.com, then the SIP domain is "lync.com."

6. Reboot the server when done.

Table 2. VBBOTService.exe.config

Logging Level

Determine the amount of debugging information to include in the log
files. The range of values are as follows:

1. Errors

2. Add Warnings

3. Add Informational Messages
4. Add Debug Messages

5. Add Full Tracing

LogFile

Name of the file where logging information is stored.

LogDirectory

Folder where the log file is written to.

MaxLogFileSize

The maximum size (in MB) of each log file (after which a new log file
will be created). Max = 25MB.

MaxLogFiles

The maximum number of log files that will be created by the service

ProcessChannel Interval
InMinutes

Frequency (in minutes) with which the Video Buddy server updates it’s
list of channels (Video Buddies).

NewEndPointEstDelaylnM
inutes

Number of minutes required for a new Video Buddy to be
synchronized.

UCReestablishDelaylInMi
nutes

Frequency in which the server attempts to recover from detected
failures, such as the Lync Server being down.

VB_VIDEO_PLAY_MESSAGE

This field indicates the text which a user must enter to initiate video
streaming with a Video Buddy. This text string must be entered at the
beginning of a chat window. Entering this text is only required if the
client add-on has not been installed on the client desktop.

VB5.x_PLAYER_PAGE

Deprecated.

VB_MYSTRO_PLAYER_PAGE

This field specifies the URL that the Lync client will use to load the
VBrick player for the specified Video Buddy and user. The identifying
information for the Video Buddy and use are dynamically inserted into
this URL.

Lync Gateway Server Integration Guide



EncodeSpecialCharacter
s

Determines how special characters are encoded. Should not be
modified.

VideoBuddySource

Depending on where the Video Buddy definitions are retrieved from,
set this parametet to: VEMS 5._X, MYSTRO, or XML.

SIPDomainForVBContacts

The customer's SIP domain. For example, if the end user logs in as
harry.potter@lync.com, the SIP domain is "lync.com."

XMLLocation For XML, modify this parameter to reference the location of the .xml
definition file.
IsVBContactAutomaton Default = False. This field indicates if Video Buddies should be created

as automatons. When Video Buddies are created as automatons, the
presence color is always green and the status description is always the
same (see VBAutomatonContactStatusMessage below).

VBAutomatonContactStat
usMessage

Default = Video. Indicates the text which should be displayed for a
Video Buddy which has been created as an automaton. This text will
always be displayed for all Video Buddies which have been created as an
automaton.

VBApplicationGUID

Unique identifying ID of the client-side application. It should not be
necessary to change this value.

Step 7. Configuring the VB VEMS Interface Service

This topic explains how to edit the VB VEMS Interface Service config file to match the
required data for your domain. See Table 3 on page 22 for a list of all configurable

parameters.

¥ To configure the VB VEMS Interface Service:

1. Using Windows Explorer, navigate to the location where the VB VEMS Interface Service
was installed. By default it should be "C:/Program Files/VBrick/VBrick VB VEMS

Interface Service/."

2. Open the file "VBVEMSInterfaceService.exe.config" in Notepad. This is the VBrick
VEMS Interface Service configuration file. Once opened, modify the areas in black and

red (below) to match the required data for your domain. Again, you will need the

personal security certificate information from Step 18 on page 5.

<?xml version="1.0" encoding="utf-8" ?>

<configuration>
<configSections>

<sectionGroup name="applicationSettings"
type=""System.Configuration.ApplicationSettingsGroup, System, Version=2.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" >

<section

name=""VBrick.OCSVideoBuddy.VBVEMSInterface.Properties.Settings"
type=""System.Configuration.ClientSettingsSection, System, Version=2.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089" requirePermission=""false" />

</sectionGroup>
</configSections>
<appSettings>

<I-- Logger Settings -->
<I-- logging levels : Error (1), Warning (2), Info (3), Debug (4), Trace (5)

<add key="LoggingLevel" value="3" />

<add key="LogFile’

' value="" />

<add key="LogDirectory" value="" />
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<l ——>

<I-- Log File settings Log File size is in MB and can have a max value of 25

<add key="MaxLogFileSize" value="5" />

<add key="MaxLogFiles" value="10" />

<l-- —-—>

<add key="0CSAdminUserName" value="lyncadmin® />

<add key="0CSAdminUserPassword" value="jg/40jWKhr4=" />
<add key="VemslpAddress" value="10.0.10.9" />

<add key="LDAPServerlpAddress" value="" />

<add key="VemsWebServiceUrl" value="http://vems.lyncalpha.vbrick.com /
MCSWebSDK/MCSWebSDK . asmx™ />

<add key="MystroServiceUrl" value="http://maduro/MaduroSLL/MaduroSLL .svc/

soap''/>

<l ——>
<l-- Active Channels Lookup interval in minutes. default is 5 minutes. -->
<add key="ActiveChannelLookuplntervallnMinutes" value="5"/>
<I-— All Channels Lookup interval in minutes. default is 30 minutes. -->
<!-- AllChannelLookuplInterval InMinutes should be in multiples of

ActiveChannelLookuplInterval InMinutes value -->
<add key="AllChannelLookuplntervalInMinutes™ value="30"/>
<l-—- ——>
<add key="DistributionGroup" value="VBrickVideo" />
<add key="FirstName" value="VBrick" />
<l-—- ——>
<add key="EncodeSpecialCharacters" value="[ ][-20], [#1[-23]" />
<I-- <add key="EncodeSpecialCharacters" value="[ ][%20], [#][%23]" /> -->
<add key="VideoBuddySource" value="Mystro" />
<add key="XMLLocation" value="" />
<add key="SIPDomainForVBContacts" value="lync.com" />
<add key="MystroautomatonCustomFieldName" value="Lyncautomaton" />
<add key=""ChannelNameAppendage' value="""/>
</appSettings>
<system.serviceModel>
<binding name="WSHttpBinding_lOCSInterfaceWCFService" closeTimeout="00:01:00"
openTimeout=""00:01:00" receiveTimeout="00:10:00" sendTimeout="00:01:00"

bypassProxyOnLocal="false" transactionFlow="false"
hostNameComparisonMode=""StrongWildcard"

maxBufferPoolSize="524288" maxReceivedMessageSize=""65536"
messageEncoding=""Text"

textEncoding=""utf-8" useDefaultWebProxy=""true" allowCookies="false">

<readerQuotas maxDepth="32" maxStringContentLength="8192"
maxArraylLength="16384"

maxBytesPerRead="4096" maxNameTableCharCount="16384" />
<reliableSession ordered="true" inactivityTimeout="00:10:00"
enabled="false" />
<security mode="Message'>
<transport clientCredentialType="Windows" proxyCredentialType="None"
realm=""" />

<message clientCredentialType="Windows"
negotiateServiceCredential="true"

algorithmSuite="Default" establishSecurityContext=""true" />
</security>
</binding>
<binding name="WSHttpBinding_IMaduroSLL" closeTimeout="00:01:00"
openTimeout=""00:01:00" receiveTimeout="00:10:00" sendTimeout="00:01:00"
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bypassProxyOnLocal="false" transactionFlow="false"
hostNameComparisonMode=""StrongWildcard"

maxBufferPoolSize="524288" maxReceivedMessageSize=""65536"
messageEncoding=""Text"

textEncoding=""utf-8" useDefaultWebProxy=""true" allowCookies="false">

<readerQuotas maxDepth="32" maxStringContentlLength="8192"
maxArraylLength="16384"

maxBytesPerRead="4096" maxNameTableCharCount="16384" />
<reliableSession ordered="true" inactivityTimeout="00:10:00"
enabled="false" />
<security mode="Message'>
<transport clientCredentialType="Windows" proxyCredentialType="None"
realm=""" />

<message clientCredentialType="Windows"
negotiateServiceCredential="true"

algorithmSuite="Default" />
</security>
</binding>
<binding name="WSHttpBinding_IMaduroSLL1" closeTimeout="00:01:00"
openTimeout=""00:01:00" receiveTimeout="00:10:00" sendTimeout="00:01:00"

bypassProxyOnLocal="false" transactionFlow="false"
hostNameComparisonMode=""StrongWildcard"

maxBufferPoolSize="524288" maxReceivedMessageSize=""65536"
messageEncoding=""Text"

textEncoding=""utf-8" useDefaultWebProxy=""true" allowCookies="false">

<readerQuotas maxDepth="32" maxStringContentLength="8192"
maxArraylLength="16384"

maxBytesPerRead="4096" maxNameTableCharCount="16384" />
<reliableSession ordered="true" inactivityTimeout="00:10:00"
enabled="false" />
<security mode="Message'>
<transport clientCredentialType="Windows" proxyCredentialType="None"
realm=""" />

<message clientCredentialType="Windows"
negotiateServiceCredential="true"

algorithmSuite="Default" />
</security>
</binding> <client>

<endpoint address="http://localhost:8000/0CSInterfaceWCFService/
service"

binding="wsHttpBinding"
bindingConfiguration="WSHttpBinding_l0CSInterfaceWCFService"

contract="0CSInterfaceWCFService. l10CSInterfaceWCFService"
name="WSHttpBinding_l0CSInterfaceWCFService'>
<identity>

<userPrincipalName value="lyncvbservice@<INSERT YOUR DOMAIN
HERE>" />

</identity>
</endpoint>

<endpoint address="http://win-tq5r77v6g3q.vb.loc/MaduroSLL/
MaduroSLL .svc/soap™

binding="wsHttpBinding"
bindingConfiguration="WSHttpBinding_IMaduroSLL"

contract="MaduroService. IMaduroSLL"
name=""WSHttpBinding_IMaduroSLL">

<identity>
<servicePrincipalName value="host/WIN-TQ5R77V6G3Q.vb.loc" />
</identity>
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</endpoint>
</client>
</system.serviceModel>
<applicationSettings>
<VBrick.OCSVideoBuddy.VBVEMSInterface.Properties.Settings>
<setting name="ApplicationName"™ serializeAs="String">
<value>LyncVideoBuddy</value>

</setting>

<setting name="Certificatelssuer" serializeAs="String">
<value><INSERT “ISSUED BY” VALUE FROM Step 18 on page 5 HERE></

value>
</setting>

<setting name="CertificatelssuedTo" serializeAs="String">
<value><INSERT “ISSUED TO” VALUE FROM Step 18 on page 5 HERE></

value>
</setting>

<setting name="VEMSService_VemsSdk_MCSWebSDK" serializeAs="String">
<value>http://<INSERT FQDN OF YOUR VEMS SERVER HERE> /MCSWebSDK/

MCSWebSDK . asmx</value>
</setting>

</VBrick.OCSVideoBuddy.VBVEMSInterface.Properties.Settings>
</applicationSettings>

</configuration>

3. Save and close the configuration file.

Go to Start > VBrick Video Buddy Configuration Tool.

5. When the tool launches, click the Browse button and navigate to the configuration file
from Step 2 on page 18 which you just saved and closed (C:/Program Files/VBrick/
VBrick VB VEMS Interface Service/VBVEMSInterfaceService.exe.config). Open this
file in the configuration tool.

P
IC Program Files\VBnck\VBrick VB VEMS Interface Service \VBVEMSInterface Service exe config Browse I
Key Valve =]
LoggingLevel 3
LogFile VBVEMSinterface
LogDirectory C:\Program Data\VEVEMSInterfaceLog.
MaxLogFileSize 5
MaxLogFiles 10
QOcsAdminUserName ocsadmin
QcsAdminUserPassword vbrick
VemsIpAddress 10.0.109
» hitp://vems ocsalpha vbrick com/MCSWebSDK/MCSWebSDK.asmx
ActiveChannelLookupintervalinMi... (5
AliChannelLookupintervalinMinutes | 30
DistributionGroup VBrick\Video —
FirstName VBrick
- I FrirndaSnacialTharactars -2 -2 I _)Iﬂ
sve | Ba |[ mox |
¥  Mystro

1. Modify the VemslpAddress field to accurately reflect the IP address of your Mystro

server.

2. Modify the 0CSAdminUserPassword to reflect the password you gave to the "LyncAdmin"
user in VEMS. (This assumes you are using authentication.)
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3. Modify the field labeled MystroServiceURL to accurately reflect the FQDN of the VEMS
server on your LAN. For example, replace "vems.ocsalpha.vbrick.com" (shown above)
with the FQDN of your VEMS server.

Set the VideoBuddySource to Mystro.

5. Set the SIPDomainForVBContacts to the SIP domain used by the customer. The SIP
domain is the domain associated with the end uset's login address. For example, if the

end user logs in as harry.potter@lync.com, the the SIP domain is "lync.com.”

v XML

1. Set the VideoBuddySource to XML.

2. Set the XMLLocation to reference the location of the .xml definition file.

Table 3. VBVEMSInterfaceService.exe.config

Logging Level

Determine the amount of debugging information to include in the log
files. The range of values are as follows:

1. Errors

Add Warnings

Add Informational Messages

Add Debug Messages

Add Full Tracing

ok e

LogFile

Name of the file where logging information is stored.

LogDirectory

Folder where the log file is written to.

MaxLogFileSize

The maximum size (in MB) of each log file (after which a new log file will
be created). Max = 25MB.

MaxLogFiles

The maximum number of log files that will be created by the service

OcsAdminUserName

Service will log into and retrieve data from VEMS using this username.

OcsAdminUserPassword

Service will log into and retrieve data from VEMS using this password.

VemslpAddress IP address of VEMS.

LDAPServerIPAddress | IP address of LDAP server if applicable.

VemsWebServiceUrl URL of the web service which will be used to communicate with VEMS
5.x server.

MystroWebServiceUrl URL of the WCF service which will be used to communicate with VEMS

6.0 server.

ActiveChannelLookupl
nterval InMinutes

Frequency (in minutes) with which the service requests data from VEMS
in order to determine if there has been any change to the status of a
channel. Reduce this number to increase the speed with which changes to
Video Buddy status are reflected on the client desktop.

Note: This setting must always be greater than any replication delays in
the Active Directory site configuration.
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AllChannelLookuplnte
rval InMinutes

Frequency (in minutes) with which the service requests data from VEMS
in order to determine if any channels have been added or removed.
Reduce this number to increase the speed with which new channels will
be detected and become available for users to add to the client desktop.
Note: AllChannelLookupIntervallnMinutes should be an integer
multiple of ActiveChannellLookuplIntervallnMinutes.

Note: This setting must always be greater than any replication delays in
the Active Directory site configuration.

DistributionGroup

Name of the Distribution Group into which all Video Buddies will be
added.

FirstName

First name which will be applied to all Video Buddies created by the
service.

EncodeSpecialCharact
ers

Determines how special characters are encoded. Should not be modified.

VideoBuddySource Depending on where the Video Buddy definitions are retrieved from, set
this parameter to: VEMS 5.X, VEMS Mystro, or XML.

XMLLocation For XML, modify this parameter to reference the location of the .xml
definition file.

SIPDomainForVBContac | The customet's SIP domain. For example, if the end user logs in as

ts

harry.potter@lync.com, the SIP domain is "lync.com."

MystroAutomatonCusto
mFieldName

Specifies the name of the custom field in VEMS Mystro which is used to
determine if a Video Buddy is an automaton or not. The value of the
custom field should be "yes" to indicate it is an automaton and "no" to
indicate it is not.

ChannelNameAppendage

Not used. Do not modify.

Step 8. Give Port Permissions to the Services

From the Start menu, launch a Command Prompt window.

Delete any URL reservations already assigned to http://+:8000/ by entering the

command "netsh http delete urlacl http://+:8000/" and pressing enter.

You will either receive confirmation of deletion (see below) or, if there were no

reservations to delete then you will see a message stating such.

Sodministrator . OGBDEW e tsh httw delete urlacl http: - :0BEB

URL »azervation esuccessfully dalsted

C:lUzepsradminlzcracor. OCSDEN
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Next, enter the following command and press the "Enter" key. Note: the command

below is all one line, not two separate commands. netsh http add urlacl url=http://
+:8000/ user=<Your_Domain>\lyncvbservice

The image below shows this command being successfully entered (after the previous
command)

Administrator: C:\Windows\system32\cmd.exe
G iwzcrssadminiztrater. 0GEDEV  ncteh http deletc urlacl http:-/+: 8860/

URL »eceruation successfully deleted

C:wsershadminiztrator.QCEDEV>netsh http add urlacl wrl=http:/~+:8800/ uvser=ocsd
ev.vhrick.coms hservice

URL rezervation successfully added

CisUsershadministrator. QCSDEV:

If successful, you should see the response "URL reservation successfully added."

Remove Old Log Files

To remove old log files:

Browse to "C:/ProgramData." By default this is a hidden folder. Either change your folder
settings to display hidden folders or manually type the location in to the path bar on file
explorer.

Delete the "VBrick" folder. This is done to remove any log files which wete created with
the original domain user. Failure to remove these old log files may result in the inability

of the VBrick VEMS Lync Streaming Gateway to log important information.

Reboot the server, the VBrick Lync Streaming Gateway server is now configured and
ready for use.

Step 10. Troubleshoot

The “Request new certificate” option (see Step 11 on page 3) is not available.

Possible Solution: Verify that the VBrick-LyncGW server is on the domain
Possible Solution: Verify that you are logged into the VBrick-LyncGW server as a
domain admin (it is easy to log in as the local admin by accident)

When requesting the Personal Certificate (see Step 14 on page 4) I don’t see a checkbox.

Possible Solution: Verify that the VBrick-LyncGW server is on the domain
Possible Solution: Verify that the VBrick-LyncGW server has the Trusted Root
Certificate from the Certificate Authority for the domain

The VB Bot Service fails to start.
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If the service fails to start, it is always helpful to increase the logging level for that service.
To increase the logging level:

1. Open the configuration file using the "VBrick Video Buddy Configuration Tool" and set
the "Logging Level" to 5. This will enable very robust logging. Remember to turn it back
to 3 when done to reduce log file size.

2. Once the logging level is set to 5, delete or backup and remove the old log files for the
VB Bot service. By default, log files are located in "C:/ProgramData/VBrick" which is a
hidden folder.

3. Attempt to start the service.

4. If it fails again or has problems of any sort, review the log files which should have just
been created.

5. The errors should be displayed. Verify that there are no typos in the configuration, and
that all FQDNs are accurate. Common errors for the VB Bot service are typically errors
in the configuration file relating to the "Issued To," "Issued By," and "Thumbprint"
sections (see Step 4 on page 12).

The VB VEMS Intetface Service fails to start.

If the service fails to start, it is always helpful to increase the logging level for that service.
To increase the logging level:

1. Open the configuration file using the "VBrick Video Buddy Configuration Tool" and set
the "Logging Level" to 5. This will enable very robust logging. Remember to turn it back
to 3 when done to reduce log file size.

2. Once the logging level is set to 5, delete or backup and remove the old log files for the
VB Bot service. By default, log files are located in "C:/ProgramData/VBrick" which is a
hidden folder.

3. Attempt to start the service.

4. If it fails again or has problems of any sort, review the log files which should have just
been created.

5. The errors should be displayed. Verify that there are no typos in the configuration, and
that all FQDNs are accurate. Common errors for the VB Bot service are typically errors
in the configuration file relating to the "Issued To" and "Issued By" sections (see Step 4
on page 12).

[\
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New Video Buddies can’t be found when searching for them on the Lync client.

Possible Solution: Verify that the VB Bot Service and VB VEMS Interface Service are
running

Possible Solution: Check the log files for the VB Bot Service and the VB VEMS
Interface services to see if they are experiencing problems

Possible Solution: The timer settings in the VB Bot Service and VB VEMS Interface
Service configuration files introduce delay in creating new buddies. The default
configuration settings may introduce up to a 30 minute delay in creating a new Video
Buddy. The reason for this is to keep unnecessary load to a minimum on both the
VBrick VEMS server and the Lync system. While VBrick suggests using the default
delay settings, you may modify the delay settings for both services as needed.

Possible Solution: The VEMS username specified in the VEMS Interface Service
configuration file must have privilege to access the channel. Login to VEMS and verify
that this user has privilege to access the channel.

I can’t find the “VBrickVideo” distribution group to add to my Lync client.

Possible Solution: Verify that the VB Bot Service and VB VEMS Interface Service are
running

Possible Solution: Check the log files for the VB Bot Service and the VB VEMS
Interface services to see if they are experiencing problems

Possible Solution: If you have just recently created the VBrickVideo distribution group
it may take up to 24 hours for Lync to make that group available to OC Clients.

My “VBrick Video” distribution group is not populating with new Video Buddies.

Possible Solution: It may take up to 24 hours for the Lync system to update the
distribution group on the client. This is an Lync behavior and is not related to the
VBrick VEMS Lync Streaming Gateway Server.

Verify that the VideoBuddySource has been set propetly in both configuration files.

My log files aren’t updating

Possible Solution: Make sure to delete the old log files and folders under "C:/
ProgramData/VBrick" (see Step 9. Remove Old Log Files on page 24).

When you type “play” in the chat window, you get a message: “Could not display a form
related to this conversation, which may prevent access to some options. If this problem
persists, contact your system administrator”.

Possible Solution: A registry setting is required for the use of Video Buddies on a client
PC. If it is not propetly set, this message may appear (see "Client-Side Registry Edits" in
the Admin Guide.)

Possible Solution: The VEMS server must be a “Trusted Site” of Internet Explorer on
the client PC. If it is not, this message may appear.

When you type “play” in the chat window, you get an “error ID 504” message and the
player window does not open.
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Possible Solution: The Streaming Gateway Server may be unable to communicate with the
Lync Server. Most often this is due to a bad Personal Certificate on the Streaming Gateway
Server. Check that the Personal Certificate exists and that it supports both Server and
Client Authentication. If it does not, delete this certificate and create a new Personal

Certificate using Step 3. Obtain Security Certificates on page 2. If the problem persists,

contact Support Services.

Video Buddies do not work properly when configured for SSL.

* Possible Solution: Verify that VEMS is properly configured for SSL. For details see
"Configuring for SSL" topic in Portal Server Admin Guide.

* Possible Solution: Verify that SSL was turned on. See "HTTPS Configuration" in the
Admin Guide.

* Possible Solution: The URLs specified in the configuration files must use a fully
qualified domain name (e.g. "vems.vblync.com" not "VEMS." Please verify the following
settings:

VBVEMSInterfaceService.exe.config
- VEMS Mystro: MystroService_URL

VBBOTService.exe.config

- VEMS Mystro: VB_Mystro_Player_Page
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